Cranmaptsl B 001acTH HHGOPMAIIMOHHON O€301TaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

Tema 1.1 «Opan:xeBasi kuura» (TCSEC) — o01iue nmoJioskeHust

1 «OpanxeBas kaura» (TCSEC) — o0mmue moJioskeHust

be3onacHocth nHpopManmoHHbIX TexHosoruil (MT) crouT B psimay akTyaabHEUIIMX
npo0sieM KOMIBIOTEPU3AINY YIIPABICHUECKOU JesTenbHOCTU. Ee pernienue onpeaensercs, B
MEPBYI0 OYEpPE/lb, HAIWYUEM 3aKOHOJATEIBHBIX AaKTOB M HOPMAaTHBHO-TEXHUYECKUX
JOKYMEHTOB 110 o0ecneuenuto 6ezonacHoctu UT. Onenka 6e3onacHocTr ”HGOPMAIIMOHHBIX
TexHoJiornii 1 npoaykroB UT Gaszupyercs Ha KpuTepusix O€30MACHOCTH KOMITBIOTEPHBIX
CUCTEM, IPUBEICHHBIX B OCHOBOIIOJIATAOIIUX IOKYMEHTaX.

B suBape 1981 roga B COOTBETCTBHMU C JUPEKTUBOW MuHHUCTpa 00opoHbl CIIIA
Ne 5215.1 ¢ uenpr0 omnpeneneHuss NPUTOTHOCTH IPEIIATaEMBIX  Pa3IMYHBIMHU
pa3paboTurKaMH KOMIBIOTEPHBIX CUCTEM ObLI cO3/1aH LIeHTp KOMITbIOTEpHOI 6€30MacHOCTH
MuHuctepcta 06oponsl CIIIA.

[To3znuee, B cenTsi0pe 1985 roxa, 3TOT HEeHTp ObLT NepenMeHoBaH B HarmonanbHbIN
LIEHTP KoMITbIoTepHOM Oe3omacHocTH (National Computer Security Center; NCSC).

OueHuBaHME KOMIBIOTEPHBIX CHCTEM OCYIIECTBISUIOCH M OCYIIECTBIISIETCS Ha
OCHOBAaHMM CTaHJApTa, U3BECTHOrO Kak KpuTepnH OLIECHKM NMPUTOJHOCTH KOMIBIOTEPHBIX
cucteM MmuHHCTepcTBa 000poHBI (Department of Defence Trusted Computer System
Evaluation Criteria; TCSEC), ycranoBienHoro B 1983 rony IupeKTHBOW MUHHUCTpa
o6oponbl N5200.28-STD. TCSEC usBecten Takke 1moj HazBaHnueMm «OpaHxeBas KHUTa 110
usety o010xxku kauru. TCSEC onpenensier cpeacTBa, KOTOPbIE JOJKHBI ObITh BKIIOUEHBI B
KOMIIBIOTEPHYIO CUCTEMY JJISl TOTO, YTOOBI Takasi cucTemMa Oblia 0€30MacHON B OTHOLICHUH
00pabOTKH KPUTHUECKOU HHPOPMAITUH.

TpeboBanuss TCSEC, mnpenbsBiseMble K KOMIBIOTEPHOW cucTeMe (MPOAYKTY) B
IpoLecce OICHUBAHMs, YCJIOBHO MOXHO pa3elUTh Ha 4YeTblpe TUNa — TpeOOBaHUs
MIPOBE/ICHUS TTOCJIEA0BATEILHON MOMUTHKKA Oe3omacHOCTH (security policy), TpebGoBaHus
BEJICHUS y4yeTa MCHOJb30BaHMS MPOJAyKTa (accounts), TpeOOBaHMS JOBEPUSI K MPOIYKTY

(assurance) 1 TpeOOBaHUA K TOKYMEHTAIIUX HA TTPOTYKT.
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Cornacio TCSEC, nns oleHUMBaHUS KOMIIBIOTEPHBIX CHUCTEM BBIJCIEHO YETHIPE
OCHOBHBIX TPYIIBl OE30MACHOCTH, KOTOpPHIE B CBOIO Oue€pelb JAENATCS Ha KJIacChl
0€30MacHOCTH:

1) I'pynma JI — Minimal Protection (MHHHMalbHas 3al[UTa) — OOBEIUHSICT
KOMITBIOTEPHBIE CHUCTEMBI, HE YIOBJIETBOPSIONIUE TpeOOBaHMUSIM O€30MAaCHOCTU BBICIIMX
KJ1accoB. B jaHHOM cirydae rpyIina U KJacc COBIaAaroT.

2) I'pymma C — Discretionary Protection (u30mpatenbHasi 3ammra) — OOBEIUHSET
CHUCTEMBbI, OOecleynBalonife HaObOp CPEeACTB 3allUThl, MPUMEHSIEMBIX I0JIb30BATEIIEM,
BKJIIOYAsl CPEACTBA OOIIETO KOHTPOJIA U YUeTa CyObEKTOB U UX JIEUCTBUIA. JTa Ipymnmna UMeeT
JIBa KJjlacca:

— xwmacc Cl — Discretionary Security Protection (u30uparenbHas 3amura
0e301acHOCTH) — O0BEAUHSIET CUCTEMBI C PA3JICIICHUEM T0JIb30BaTeNIeH U TaHHbIX;

— knacc C2 — Controlled Access Protection (3amura KOHTPOJIUPYEMOTO AOCTYIIA) —
00BEIUHSET CUCTEMBI, OOecrieunBarore 00jiee TOHKHE CPEICTBA 3AIIMTHI [0 CPABHEHUIO C
cuctemamu kiacca Cl, genaromue moJib30BaTesied MHIWBUAYAIbHO PA3IMUYMMBIMU B HX
ACUCTBHUSIX TMOCPEJACTBOM TMPOILEAYp KOHTPOJIS BXOAa M KOHTPOJS 3a COOBITHSIMH,
3aTparuBaroIUMH 0€30MTaCHOCTh CUCTEMBI U U30JISIIUIO TAHHBIX.

[Tpumeuanue: KommnbloTepHble CUCTEMBI, KOTOPbIE MOTYT OBITh HCIIOIB30BaHbI JIJIS
HYX]Jl MUHUCTEpCTBA 000poHBI CIIIA, 10IKHBI KAK MUHUMYM UMETh PEUTUHT 0€30MaCHOCTH
C2.

1) rpymma B — Mandatory Protection (moHOMOYHas 3a1uTa) — UMEET TPH Kilacca:

— knacc Bl — Labeled Security Protection (MeTounas 3amurta 0€30MAaCHOCTH) —
O00BEIUHSET CUCTEMBI, YJIOBIETBOPSIONINE BceM TpeboBaHusM kiacca C2, TOMOTHUTEIHHO
peanu3yroue 3apaHee ONPEACICHHYI0 MOJENb 0€30MacCHOCTH, MOJACPKUBAIOIINE METKU
CyOBEKTOB U OOBEKTOB, MOJHBIA KOHTPOJb JocTtyna. Bcs BwimaBaemas uHdopmanus
PETHCTPUPYETCS, BCE BBISBIECHHBIE TPU TECTUPOBAHUU HEIOCTATKUA JIOJDKHBI OBITh
YCTpaHEHBI;

— kiacc B2 — Structured Protection (cTpykTypupoBaHHas 3amuTa) — 00bEIUHSET

CUCTCMBbI, B KOTOPBLIX PpCajin30BaHa 4YCTKO OIPCACICHHAA MW 3aJJOKYMCHTUPOBAHHAA
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(dbopmaninzoBaHHasi MOJIENb oOecrieueHus: 0€30MacHOCTH, @ METOYHBIN MEXaHU3M pa3AesICHUs
Y KOHTPOJIA JOCTYIIA, PEAJIM30BaHHBIM B CUCTEMax Kiacca Bl, pacmpoctpaneH Ha Bcex
MoJIb30BaTeNIe, BCe JaHHbIE M Bce BHUIbI JocTymna. [lo cpaBHenuio ¢ kimaccom Bl
y)KEeCTOUYEHBI TPeOOBaHUSA MO UACHTU(PUKALUU TOJIb30BaTeNIel, KOHTPOJIIO 32 UCTIOTHEHUEM
KOMaH/ YIpaBJICHUA, yCHJIEHA MOMJEPKKAa aJIMUHUCTPATOpa U OMNEPAaTOPOB CHUCTEMBI.
JloJKHBI OBITH MPOAHATM3UPOBAHBI M TMEPEKPBHITHI BCE BO3MOMXHOCTH 00XO0/a 3allUThI.
CucreMnl KJiacca B2 CUUTAIOTCS «OTHOCHUTEJILHO HEYS3BUMBIMU» s
HECaHKIIMOHUPOBAHHOTO JOCTYTIA;

— kiacc B3 — Security Domains (o61actu 6€301macHOCTH) — OOBEAUHSET CUCTEMBI,
MMEIOIIHNE CIeIHATbHBIE KOMIUIEKCHI 0€30MacHOCTH. B cuctemax 3Toro kjiacca 10KeH ObITh
MEXaHHU3M PETUCTPALIUK BCEX BUOB JIOCTYMA J000ro cCyObeKTa K 11000My 00beKTy. JlomkHa
OBITh TOJHOCTHIO MCKJIIOYEHA BO3MOXKHOCTh HECAHKIIMOHUPOBAHHOro jaoctymna. Cucrema
0€30MacHOCTH JIOJKHA MMETh HEOOJbIION O0BEM M MPUEMIIEMYIO CIOXHOCThH AJII TOTO,
YTOOBI MOJI30BATEIh MOT B JIIOOOM MOMEHT MPOTECTUPOBATH MEXAHU3M OE€30MaCHOCTH.
Cucrembl 3TOro Kjacca JOJKHBI MMETh CpPEJICTBA TMOJACPKKH aJIMUHUCTpATOpa
0€30MacHOCTH; MEXaHNW3M KOHTPOJIS TOJDKEH OBITh PACIPOCTPaHEH BILIOTH 10 CUTHATTU3ALIUU
0 BCEX COOBITHSIX, 3aTParuBaroIuX 0€30MaCHOCTb; TOJKHBI OBITh CPEACTBA BOCCTAHOBIICHUS
cuctembl. CHCTEMBI 3TOTO KJIacCca CUMTAIOTCS yYCTOMYMBBIMH K HECAHKIIMOHHPOBAHHOMY
JOCTYILY.

2) rpynma A — Verified Protection (mpoBepsiemast 3aiura) — 00ObEIHUHIECT CHCTEMBI,
XapakTepHbIe TEeM, YTO IS TPOBEPKH PEATU30BAHHBIX B CHCTEME CPEACTB 3allUThI
oOpabaTbiBaeMOW WM XpaHUMOW WHOOPMAIMU TPUMEHSIOTCS (POpMaIbHBIE METOIbI.
OO0s13aTeNnbHBIM TpeOOBaHWEM SIBISIETCS TOJIHAS JOKYMEHTHPOBAaHHOCTH BCEX AaCIEKTOB

MPOEKTUPOBAHUS, Pa3pa0OTKU U UCIIOJHEHUsI CUCTEM. BhIZIeNIeH e TMHCTBEHHbIN KJ1acc:
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Ta6muma 1 — Knacesl 6e3onacHocT B «OpaHKeBOM KHUTEY

TpeGoBanus Kaaccwl

C1 C2 Bl B2 B3 Al

1 TpeGoBaHus K TOIUTHKE OE30MIACHOCTH

1.1 TIpou3BosEHOE YIIPaBICHHUE JOCTYIIOM + + = = + =
1.2 TToBTOpHOE KCMOB30BaHUE OOBEKTOB - + = = = =
1.3 Metku 0e30macHOCTH - - + + = =
1.4 I{enoCTHOCTh METOK 0€30MacHOCTH - - + + = =
1.5 IlpunynuTenbHOE yIpaBieHUE JOCTYIIOM - - + + = =

2 TpeGoBaHUsI K NOAOTYETHOCTH

2.1 Unentuduxanus u ayTeHTUGUKanus + + + = = =
2.2 TIpenocTaBieHne HaAEKHOTO IIyTH - - - + + =
2.3 Aynur - + + + + =

3 TpeboBaHMs K rapaHTUPOBAHHOCTH

3.1 OnepauunoHHas rapaHTUPOBAHHOCTD

3.1.1 ApxutexTypa CUCTEMBI + + + + + =
3.1.2 I1e0CTHOCTh CHCTEMBI + = = = = =
3.1.3 AHanu3 TaifHBIX KaHAJIOB Nepeadd HHPOpMaLUn - - - + + +
3.1.4 HanexxHoe aIMUHHUCTPUPOBAHHE - - - + + =
3.1.5 HagexxHoe BOCCTaHOBIICHUE - - - - + =

3.2 TexHosoruueckasi rapaHTUPOBAaHHOCTh

3.2.1 TectupoBanue + + + + + +
3.2.2 Bepudukanus crenudukaui apXuTeKTypsl - - + + + +
3.2.3 KoH¢urypanunoHHOe ynpaBieHHE - - - + = +
3.2.4 HanexxHoe pacpoCTpaHEHHe - - - - - +

4 TpeGoBaHUsI K JOKYMEHTAIIUU

4.1 PYKOBOJCTBO MOJIB30BATENs 110 CPEACTBAM 0€30IT1aCHOCTH + = = = = =

4.2 PyKOBOJICTBO aIMUHUCTPATOPA IO CPEICTBaM O€30MacHOCTH |+ + + + + +
4.2 TecToBas JOKyMEHTALINA + = = + = +
4.4 OnucaHue apXUTEKTYPEI + = + + + +
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— knacc Al — Verified Desing (mpoBepsiemass pa3paboTka) — 0ObEIMHSIOIINMA
CUCTEMBI, (DYHKIIMOHATLHO SKBHBAJICHTHBIC cHCTeMaM kiacca B3 u He TpeOyromme KaKux-
00 MOMOJHUTEIBHBIX CpeACcTB. OTIUYUTEIIEHON YepPTOM CHCTEM ATOTO KJlacca SIBISICTCS
aHam3 (HOpPMANBHBIX CHeNU(HUKAIIMN MPOEKTa CHUCTEMBI W TEXHOJOTHUH WCIIOJHCHUS,
JAIONIUN B PE3YJIbTaTE BHICOKYIO CTCIICHbh T'apaHTUPOBAHHOCTH KOPPEKTHOTO HCIIOTHCHUS
CUCTEMBI.

Kpome »sToro, cuctemsl [JODKHBI WMETh MOIIHBIE CPEACTBA  YIPaBICHUS
KOH(HTypamnue u cpeacTBa NOIIEPKKH aIMUHUCTpATOpa 0€3011aCHOCTH.

OcHoBHOE cojiep:kanue TpedoBanuii o kinaccam 6e3onacHoctu TCSEC nmpuBeneHo B

Tabmumne 1.
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Tema 1.2 «Opan:xeBasi knura» (TCSEC) — ocHOBHBbIe IOHSATHS

1 OcHOBHBIE IOHATHS

OueHOYHbIE CTaHIApThl BBIACIAIOT BaxkHeWne, ¢ Touku 3peHust Ub, acnextsr UC,
urpas pojib aApXUTEKTYpHbIX crneuudukanuii. Jpyrue TexHuueckue creunuuKanuu
Onpenenstor, kak ctpouts MC npeanucaHHON apXUTEKTYPHI.

Hctopuyeck MEpBbIM  OLEHOYHBIM  CTaHAAPTOM, IOJYYUBIIMM  [IHUPOKOE
pacnpocTpaHEHUE U OKa3aBIIMM OTPOMHOE BIIMAHKE Ha 0a3y cranaapTu3auuu Mb Bo MHOrMX
CTpaHax, ctan cra”naapT MunucrtepcrBa 000opoHsl CIIIA «Kpurepuu onieHKH JOBEPEHHBIX
KOMITBIOTEPHBIX CUCTEM).

JlaHHBIN TpyJl, HA3bIBAEMBII Yalle BCETO MO IBETY 00JI0KKA «OpaHKeBOW KHUTON»,
OblT BrepBbie onmyOnuKoBaH B aBrycte 1983 roma. Yxke oaHO ero Ha3BaHue TpeOyer
KoMMeHTapus. Peub uaer He o 6€301acHBIX, @ O JOBEPEHHBIX CUCTEMAaX, TO €CTh CUCTEMAX,
KOTOPBIM MO>KHO OKa3aTh OMPEACIICHHYIO CTEIIEHb TOBEPHSI.

«OpaHxeBasi KHUTa» MOSICHAET MOHATUE O€30MaCHON CUCTEMBbI, KOTOpasi «yIpaBIIsieT,
C MOMONIBIO COOTBETCTBYIOIIMX CPEICTB, AOCTYNOM K HH(POPMALMH TaK, YTO TOJBKO
JOJDKHBIM 00pa30oM aBTOPU30BAaHHBIE JIMIA WM MPOLECCHI, NEHCTBYIOIIME OT UX HMEHH,
MOJIy4aroT IIPaBO YKUTATh, 3aMMCHIBATh, CO3/1aBaTh U yIaJsATh HH(DOPMAIUION.

O4eBUIHO, OJHAKO, YTO aOCOJIOTHO O€30MACHBIX CHUCTEM HE CYIIECTBYET, 3TO
abctpakuus. EcTb cMbICH OLIEHUBATH JIMILb CTENIEHb JOBEPUs, KOTOPOE MOXKHO OKa3aTh TON
WJIM UHOM CHUCTEME.

B «OpaHxeBOM KHUTe» JOBEpPEHHAs CHUCTEMa OIPEICISIeTCd KaK «CHUCTEMa,
MCIOJIB3YIOIasi JOCTaTOYHbIE anmnapaTHble U MPOTrpaMMHbBIE CPEICTBA, YTOOBI 0OECIEUNTh
OJIHOBPEMEHHYI0 00paboTKy uWH(MOpMAIMK pPa3HOW CTENEHU CEKPETHOCTU TPYIION
10JIb30BaTesel 6e3 HapyIIeHUs TpaB AOCTYIIay.

OOpaTum BHUMaHue, 4TO B paccMaTpuBaeMbix Kputepusix 1 6€30macHOCTb, U JOBEPHUE
OLICHUBAIOTCS MCKIIIOUUTENIHO C TOYKHM 3PEHMS YIpPaBJICHHUS JTOCTYNOM K JaHHBIM, YTO
ABIIIETCS OJHUM U3 CpeAcTB oOecnedeHus KOHQUIACHIMAIBHOCTH M LEJIOCTHOCTU

(ctatuueckoit). Borpock noctynHoctu «OpaHkeBasi KHUTa» HE 3aTparuBaeT.
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Crenenp qoBEpUsl OLEHUBAETCSA 110 ABYM OCHOBHBIM KPUTEPHSIM.

1) Tlommthka Oe3omacHOCTH — HA0Op 3aKOHOB, NPABWJI W HOPM ITOBEICHHSA,
OMpENENIONX, KaK oOpraHu3aius o0palaThiBaeT, 3alllMIIAET U PACTIPOCTPAHSET
uHpopmaimio. B vacTHoCTH, NTpaBuiia ONpPENENsAIoT, B KAKMX CIIydasX MOJb30BATEIb MOKET
ONEepUPOBaTh KOHKPETHBIMU HaOOpamMu JaHHBIX. UeM Bblllle CTENEHb TIOBEPUS CUCTEME, TEM
CTpOX€ W MHOrooOpasHee JOKHA OBITh MOJUTHKA Oe30macHOCTH. B 3aBUCHMOCTH OT
c(hOpMYTUPOBAHHON TMOJUTUKH MOKHO BBIOMpATh KOHKPETHBIE MEXaHH3MbI OOCCTICUCHHS
0e3omacHoctd. [lonuTrka 6€301aCHOCTH — 3TO AKTHBHBIM aCIIEKT 3all[UThI, BKIIOYAIOIIUH B
ce0s aHaJIU3 BO3MOXKHBIX YIPO3 U BBIOOP MEp MPOTHUBOEHCTBUS.

2) YpoBeHb TapaHTUPOBAHHOCTH — Mepa JOBEpHs, KOTOpas MOXKET ObITh OKa3zaHa
apxutektype u peanuzammu WC. JloBepue O€30MaCHOCTH MOXKET MPOUCTEKATh Kak U3
aHajn3a pe3yibTaTOB TECTUPOBAHMS, TaK U U3 MPOBEPKHU ((HOpMaIbHONW WM HET) OOIIero
3aMbIciia M pealu3alydyd CUCTEMBI B LEJIOM U OTIEIbHBIX €€ KOMIIOHEHTOB. YPOBEHb
rapaHTUPOBAHHOCTU IMOKA3bIBAET, HACKOJIBKO KOPPEKTHBI MEXAHU3MbI, OTBEYAIOUIUE 3a
peanu3aluio MOJUTUKU OE30MTaCHOCTH. DTO MAaCCUBHBIM ACTIEKT 3aIUTHI.

BaxxnbIM cpezicTBOM obecrieueHrs 6€30MacHOCTH SIBIISIETCS. MEXaHU3M MOI0TYETHOCTH
(npotokonupoBanusi). JloBepeHHas cucTeMa JObKHa (UKCHPOBATH BCE COOBITHS,
Kacarougecs: 6e30nacHoOCTH. BegeHne npoToOKOIOB TOJKHO AOMONHITHCS ayIUTOM, TO €CTh
aHAJIN30M PETUCTPAIIMOHHON WH(OPMAITUH.

Konnenmus 10BepeHHON BBIYUCIUTEILHON 0a3bl SBJISETCS LIEHTPAJIBHOU MPU OIICHKE
CTeNeHU J0Bepus 0e30MmacHOCTH. JloBepeHHasi BBIYMCIUTENbHAs 0a3a — 3TO COBOKYITHOCTb
3amuTHBIX MexaHusmMoB HMC (BkiIrodasi ammapaTHOe W TpOrpaMMHOE oOecrieueHue),
OTBEYAIOIIMX 32 MPOBEJECHUE B dKU3Hb MOJIUTHKHU Oe30macHOCTU. KauecTBO BEIYMCIUTEIBHOM
0a3bl onpeIeNAeTCss HCKIIOYUTENBHO €€ peann3anreid 1 KOPPEKTHOCTHIO UCXOIHBIX TaHHBIX,
KOTOPBIE BBOJUT CUCTEMHBIN aIMUHUCTPATOP.

BooOiie roBOpsi, KOMIOHEHTbl BHE BBIYMCIUTENBHON 0a3bl MOTYT HE OBITh
JIOBEPEHHBIMHU, OJHAKO STO HE JIOJDKHO BIIMATH Ha O€30MAaCHOCTh CHCTEMBI B I1eJioM. B
pe3ynbTare, s OUeHKH noBepusi 0ezonacHoctd MC 10CcTaTOuHO paccMOTpPETh TOJIBKO €€

BBIYMCIIMTCIIbHYTO 62{3}7, KOTOpasd, KaK MOXHO HaACATHCA, AOCTATOYHO KOMITAKTHA.
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OCHOBHOE Ha3HAYEHUE JOBEPEHHOW BBIYUCIUTEIBHON 0a3bl — BBIMNOJHATH (PYHKIIUU
MOHUTOpa OOpalleHHi, TO €CTh KOHTPOJIUPOBATh JOMYCTUMOCTD BBINOJHEHUS CyOBEKTAMU
(axtuBHBIMU cynrHOCTSIMU VIC, nefcTBYIOMMMHU OT MMEHU TOJIb30BaTelIe) ONpeAeICHHbIX
ornepauuid HajJ OOBbEKTaMH (MACCUBHBIMU CYIIHOCTSAMH). MOHHUTOp MPOBEPSIET KaxIaoe
oOpalieHre MoJbp30BaTesl K NporpaMMaM WM JAaHHBIM Ha MPEAMET COrJIaCOBAaHHOCTH C
HAOOPOM JIEUCTBUM, TOMYCTUMBIX JIJIs1 TOJIb30BATENS.

MonuTop oOpalleHuii T0JKEeH 00J1aJaTh TPEMs KaYECTBAMU:

1) H3omupoBanHOCTh. HeoOXommmo mpeaynpeauTh BO3MOKHOCTH OTCIICKHBAHUS
paboThl MOHUTODA.

2) TlomHoTta. MOHUTOP MOJKEH BBI3BIBATHCS NPU KAXKIOM OOpAICHUU, HE JOJHKHO
OBITH CIOCOOOB 0OOWTH €rO.

3) Bepuoduimpyemoctb. MOHUTOP JODKEH OBITh KOMITAKTHBIM, YTOOBI €r0 MOYKHO
OBLIIO MTPOAHAIM3UPOBATH U MPOTECTUPOBATH, OYTyYH YBEPEHHBIM B MIOJHOTE TECTUPOBAHUSI.

Peanuszamuss MoHuTOpa OOpalleHuid Ha3bIBaeTCs sJIpoM Oe30macHoCTH. Sapo
0€30IacCHOCTH — 3TO OCHOBA, HA KOTOPOW CTPOSITCS BCE 3alllUTHBIE MeXaHWU3MbL. [lomumo
MEPEUYMCIICHHBIX BBIIIE CBONCTB MOHHUTOpa OOpalieHuil, sApO AOHKHO TapaHTUPOBATh
COOCTBEHHYIO HEU3MEHHOCTb.

['panuily 10BepEeHHON BHIYMCIUTEILHON 0a3bl HA3BIBAIOT MIEPUMETPOM OE30MACHOCTH.
Kak yxe yka3pIBanoch, KOMIOHEHTHI, JIe)KAIllME BHE NEepUMETpa 0€30MacHOCTH, BOOOIIE
rOBOpsi, MOTYT HE OBITh JOBEpEHHbIMU. C pa3BUTHEM PACHPENEIECHHBIX CUCTEM IMOHATHIO
«repuMeTp O€30MacCHOCTU» BCE Hallle MPUIAIOT JPYrol CMBICH, UMeS B BUJY TpPaHUILY
BJIAJICHUN OINPENEIICHHON OpraHu3auuvu. 1o, 4TO HaXOAUTCS BHYTPHU BJIAJACHHUM, CUUTAETCS

JIOBEPEHHBIM, a TO, YTO BHE, — HET.
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2 Mexanu3Mbl 0€30MacCHOCTH
CormacHo «OpaH)XeBOW KHHUTE», TOJUTHKA OE30MacHOCTH JOJDKHA O0s3aTEIBHO

BKJIFOYATh B CCOs CICAYIOIINC 3JICMCHTBI:

IPOU3BOJIBHOE YIPABICHUE JOCTYIIOM;
~  0e30MacHOCTh MOBTOPHOTO HCIIOIb30BaHUS OOHEKTOB;

MCTKH 6630HaCHOCTI/I;

- TMPUHYAUTEIHHOE YIPaBICHUE JOCTYIIOM.

[Ipou3BoIBHOE yIIpaBIEHUE JOCTYIIOM (Ha3bIBAEMOE MHOTAA JUCKPEHUOHHBIM) — 3TO
METO]1 pa3rpaHUYEHUs J0CTyNa K 00beKTaM, OCHOBAHHBIN HA yUeTe JIMYHOCTH CYObEKTa WU
TPYIIBI, B KOTOPYIO CYOBEKT BXOIUT. [IpOM3BONBHOCTD yMpaBiIeHUS COCTOUT B TOM, YTO
HEKOTOpoe IO (0OBIYHO BIajenel] O00bEeKTa) MOXKET IO CBOEMY YCMOTPEHHIO
MPEAOCTABIIATh IPYTUM CyOBEKTaM WM OTOUPATh y HUX TpaBa J0CTymNa K OOBEKTY.

be3omacHOCTh MOBTOPHOTO UCITOIH30BAHUS 0OBEKTOB — BAKHOE JOTIOTHCHUE CPEICTB
yIOpaBJICHUs] JOCTYIOM, TIPEIOXpPaHSAIONIee OT CIy4allHOTO WM MpeTHAMEPEHHOTO
W3BJICUCHUS KOH(PHUACHITMATHHOW HHPOPMAIUA U3 «Mycopa». be3omacHOCTh MOBTOPHOTO
WCIIOJIb30BaHUsl JIOJDKHA TapaHTUPOBAThCA JJIA OO0JacTel omepatuBHOM maMATd (B
gacTHOCTH, Juisi OydepoB ¢ oOpazamu 3KpaHa, paciIMpPOBAHHBIMU MMAPOJISIMHA | T.IL.), JJIS
JTMCKOBBIX 0JIOKOB M MATHUTHBIX HOCUTENICH B IICIIOM.

Kaxk MbI yka3biBau panee, COBpEMEHHbIN 00beKTHO-OPUEHTHUPOBAHHBIHN MOAXO0 PE3KO
Cy’kaeT 00JacTh IEUCTBUS JAHHOTO AJIEMEHTa 0€30MaCHOCTH, 3aTPYAHSIET €ro peaanu3almio.
To ke BepHO M JJI1 MHTEJIEKTYaJbHBIX YCTPOMCTB, CIOCOOHBIX Oydepu3oBaTh OOJbIINE
00BEMBI TaHHBIX.

st peanmuzanvyl MPUHYAWTEIBHOTO YIPABICHHUS JOCTYIIOM C CYOBCKTaMH U
00BEKTaMH aCCOIMUPYIOTCS METKH Oe3omacHOCTH. MeTka cyObeKTa OIMCHIBACT €ro
0JIarOHAIe)KHOCTh, METKa 00BEKTa — CTENeHb KOHGUICHITMATHLHOCTH COJIEpIKAIIEHCS B HEM
uHpopmanuu.

CornacHo «OpaH)XeBOM KHHUTE», METKHA O€30MaCHOCTH COCTOSIT M3 JIBYX YacTell —

YPOBHSI CEKPETHOCTH U CIHUCKA KaTErOpuil. Y POBHU CEKPETHOCTU 00Pa3yIOT YNOPSAIOUYECHHOE
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MHOXXECTBO, KaTeropuu — HeymnopsjaoueHHoe. Ha3HaueHuwe mociaeAHMX — OMHCaTh
MPEAMETHYIO 00J1aCTh, K KOTOPOIl OTHOCSITCS JaHHBIE.

[lpunynurenbHoe (WM MaHJATHOE) YIpaBJIE€HUWE JIOCTYNIOM OCHOBAaHO Ha
COIMOCTAaBJIEHUU METOK 0€30MaCHOCTH CyOBhEeKTa U 00BEKTA.

CyOBbekT MOXKeT 4yuTarh WHGOpPMAIUI0O M3 OOBEKTa, €CIM YPOBEHb CEKPETHOCTH
cyOBeKTa HE HUKE, UeM Y 00BEKTa, a BCE KaTErOpUH, IEPEUUCIICHHBIE B METKE 0€30MaCHOCTH
00BEKTa, MPUCYTCTBYIOT B METKE CyObekTa. B TakoM ciydae ToBOpAT, 4TO METKa CyOBbeKTa
JOMUHUPYET HaJ METKOM 00bekTa. CMbICT cHhOpMyYTHMPOBAHHOTO MpaBUiIa MOHITEH — YUTATh
MO>KHO TOJIBKO TO, YTO MOJIOKEHO.

CyOBeKT MOKET 3aluchiBaTh MUH(POpPMAIUI0O B OOBEKT, €ClM MeTKa 0e30MacHOCTH
00BbeKTa TOMUHUPYET HaJ METKOM cyObekTa. B vacTHOCTH, «KOH(UIECHIIUATBHBIIN CyObEeKT
MOET 3alKChiBaTh JaHHbIE B CEKpPEeTHbIC (aiiabl, HO HE MOXKET — B HECEKPETHbIE
(pa3ymeercsl, TOJKHBI TAKKE BBIMOJIHATHCA OTPAaHUYEHUSI HA HA0Op KaTeropui).

OnucanHbll  croco0 ymOpaBieHHUs] JTOCTYIIOM HAa3bIBA€TCAd IMPUHYAUTEIBHBIM,
MMOCKOJIbKY OH HE 3aBUCHUT OT BOJIM CyOBEKTOB (JIakKe CUCTEMHBIX aJIMUHUCTpaTopoB). [Toce
TOr0, Kak 3a(MKCHUPOBaHbl METKH O€30MaCHOCTU CYOBEKTOB U OOBEKTOB, OKa3bIBAIOTCS
3a(UKCUPOBAHHBIMU U TPaBa JIOCTYTIA.

Ecnu noHMMaTh noJIMTUKY O0€30MaCHOCTH Y3KO0, TO €CTh KaK IpaBuiia pa3rpaHuyeHus
J0CTYIa, TO MEXaHU3M MOJOTUYETHOCTH SIBJISICTCS JOTIOJHEHUEM TTOTI00HOM MOAUTHKU. [lennb
MOJOTYETHOCTH — B K&X/IbI MOMEHT BPEMEHHU 3HATh, KTO padOTAE€T B CUCTEME U UTO JIEJIAET.
CpencTBa NoI0TYETHOCTH ACNSTCS Ha TPU KaTErOpUU:

—  WACHTHUKAIMSA U ayTCeHTU(DUKAITIS;

— TpeAOoCTaBJIEHUE JOBEPEHHOIO MyTH;

— aHaJu3 PerucTpalMoOHHON HH(pOpMaLUH.

OObIuHBINA €MOCO0 HACHTU(UKAIMK — BBOJ HMMEHHU IOJB30BATENsl MPU BXOJE B
cuctemy. CTaHIAapTHOE CPEACTBO MPOBEPKH MOMTUHHOCTH (2yTEHTH(UKALIMH) TT0JIb30BATEIS
— TapoJb.

JloBepeHHBII MyTh CBSI3bIBAET MOJB30BATENS HENOCPEACTBEHHO C JOBEPEHHOU

BBIUHUCIUTENbHON 0a30l, MUHYS JApyrue, noTeHuuaibHo onacHbie komnoHeHTsl MC. Lens
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NPEeIOCTaBIEHUSI JOBEPEHHOIO IMyTH — JaTh IOJb30BAaTEI0 BO3MOXKHOCTh yOEIUTHCA B
MO/VTMHHOCTHU OOCTY)KHUBAOIICH €T0 CUCTEMBI.

AHanu3 perucTpaluoHHON wHHpopManuu (ayauT) HMEET Jel0 C JACUCTBUSMU
(coObITHsIMU), TaK WJIM MHAYE 3aTParuBalOUMU O€3011aCHOCTh CUCTEMBI.

Ecnu ¢duxcupoBate Bce coObITHS, 00bEM pPErHCTPAllMOHHON HH(OpPMAINH, CKOpee
BCEro, OyJIeT pacTH CIMIIKOM OBICTPO, a €€ A((PEKTUBHBIN aHAIU3 CTAHET HEBO3MOKHBIM.
«OpanxeBas KHUTa» MpeIyCMaTPUBAET HaJIN4ne CPEACTB BBEIOOPOYHOTO
MIPOTOKOJIMPOBAHUS, KaK B OTHOILICHHUM TOJIb30BaTENIeH (BHUMATENBHO CIAEAUTH TOJBKO 32
M0JI03PUTEIBHBIMU ), TAK U B OTHOIIEHUH COOBITU.

[lepexons K MACCUBHBIM ACHEKTaM 3aIIUTHI, YKAKEM, 4TO B «OpaHKEBOU KHUTE»
paccMaTpuBaeTCs J1Ba BUJA TAPAHTUPOBAHHOCTUM — OIIEPALIMOHHAs U TEXHOJIOTMYECKAs.
OnepanlMOHHAsT TapaHTUPOBAHHOCTh OTHOCHUTCS K APXUTEKTYpPHBIM U PEATN3allMOHHBIM
aCIIEKTaM CHCTEMBI, B TO BpEeMS KaK TEXHOJOTHMYECKas — K METOJaM IOCTPOCHUS H
COITPOBOXK/ICHMUS.

OrnepallMOHHAsT TapaHTUPOBAHHOCTh BKIIIOYAET B Ce0S MPOBEPKY CIECAYIOIIMX
AJIEMEHTOB:

—  apXUTEKTypa CUCTEMBI;

— LEJOCTHOCTh CUCTEMBI,;

— MpOBEpKa TalHBIX KaHAJIOB Mepeayu HHHOpMaInH,

— JIOBEPEHHOE aJIMUHHUCTPUPOBAHUE;

— JIOBEPEHHOE BOCCTAaHOBJICHHE MOCIE COOEB.

OmneparoHHasi rapaHTUPOBAHHOCTH — ATO CIIOCO0 YOEIUTHCS B TOM, YTO apXUTEKTypa
CUCTEMBI U €€ peasn3aliusi J1eHCTBUTEIHHO PEATU3YIOT U30paHHYIO MOJUTHUKY O€30MaCHOCTH.

TexHonornyeckass rapaHTUPOBAHHOCTh OXBATHIBAET BECh KM3HEHHBIN 1uka MC, To
€CTh MEPUOJIbl TPOEKTUPOBAHMUS, pEATU3AIMN, TECTUPOBAHUS, IPOJAXKUA U COMTPOBOKICHHUS.
Bce mnepeuncieHHble OEWCTBUSL NOJKHBI BBIMOJHATHCS B COOTBETCTBUM C KECTKUMHU

CcTaHgapTaMu, YTOOBI HCKITFOUHTH YTCUKY I/IH(I)OpMaI_[I/II/I H HCJICTAJIBHBIC «3aKJIaJKH)).
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3 Kitaccsl 0e30nacHOCTH

«Kpurepuu ...» MunucrepctBa 000poHbl CIIIA OTKpbhUM MyTh K pPaHXKUPOBAHHIO
MH(GOPMAIIMOHHBIX CUCTEM I10 CTENIEHU JoBepUs 0€30MaCHOCTH.

B «OpanxeBoil KHUTE» ONpeAenseTcs 4eTrbipe ypoBHs noBepus — D, C, B u A.
VYpoBenb D nipegnazHaveH JJisi CUCTEM, MPU3HAHHBIX HEYJOBIETBOpUTENbHBIMU. [l0 Mepe
nepexoaa oT ypoBHsi C Kk A K cucTeMaM MPEeAbSIBISIOTCS Bce 0oliee xKEeCTKUe TpeOOBaHMUS.
VYpoau C u B monpaspensitorcs Ha kiaccel (Cl, C2, Bl, B2, B3) ¢ mocreneHHbIM
BO3pACTaHUEM CTECTIEHU JOBEPUSI.

Bcero umeercs mrects kitaccoB 0e3omacHocty — C1, C2, B1, B2, B3, Al. Uto0s B
pe3yabTare mpoueaypbl cepTUGUKAIMA CUCTEMY MOXKHO OBLIO OTHECTH K HEKOTOPOMY
KJIacCy, €€ MOJINTUKA O€30MaCHOCTH ¥ YPOBEHb rApaHTUPOBAHHOCTHU JIOJKHBI YI0BJIETBOPSIThH
3aJlaHHBIM TPEOOBAaHUAM, U3 KOTOPBIX MBI YIIOMSIHEM JIUIIIH BaKHEHIIIHE.

Kiace C1:

— JIOBEpEHHAas BBIYMCIUTENbHAS 0a3a JI0OJDKHA YNPABIATH JOCTYIIOM MMEHOBAHHBIX
MOJIb30BATENEH K MUMEHOBAHHBIM O0BEKTAM;

— TOJIb30BATENU JOKHBI UICHTU(PUIIUPOBATH Ce0s1, TPEXKIEC YEM BBITIOIHATH KaKue-
Tu00 WHBIC JEUCTBUS, KOHTPOJIUPYEMbIC TOBEPEHHOW BBIUMCIUTENbHONU 0a3zoii. Jlms
ayTeHTU(PUKAIUK JTOJDKEH MCTOJIB30BaThCs KAKOW-IMOO 3alIUTHBIM MEXaHW3M, HalpuMep,
naponu.  AyreHTudukanvonHas  uHboOpMmanus  AOKHA  ObITh  3alllMIleHa  OT
HECAHKIIMOHUPOBAHHOTO I0CTYIA;

— JIOBEpEHHAs BBIYMCIUTENIbHAsI 0a3a JOJKHA TMOJJEPKUBAaTh OO0JaCTh A
COOCTBEHHOT'O BBITIOJHEHHS, 3AIUIICHHYI0 OT BHEIIHUX BO3JCUCTBUN (B YACTHOCTU, OT
M3MEHEHUS! KOMaH/{ 1/WJIHM JAHHBIX) U OT MOMBITOK CIEKEHUS 32 X0JIOM padOThI;

— JIOJDKHBI OBITh B HAJWYMM annapaTHble W/WIW TMPOTPAMMHBIE CPEJCTBA,
MTO3BOJISIFOIIME TIEPUOIMUECKHU MPOBEPSITH KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS alMapaTHbIX U
MUKPOITPOTPAMMHBIX KOMIIOHEHTOB JOBEPEHHOW BHIYHCIUTEIHLHOMN 0a3bi;

—  3aIUTHBIE MEXAaHU3MBI JJOJDKHBI OBITh MPOTECTUPOBAHBI HA TPEAMET COOTBETCTBHS

HUX ITOBCACHUA CUCTEMHOM JOKYMCHTAIIUU. TCCTI/IpOBaHI/IC AO0JDKHO IOATBEPAUTL, YTO Y
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HEaBTOPU30BAHHOTO IMOJb30BATENSl HET OUYEBHJHBIX CIOCOOOB OOONTH WU Pa3pyIIUTh
CpEeIICTBa 3aIUTHl JOBEPEHHON BEIYHCIUTEILHOM 0a3bl;

— JIOJDKHBI ~ OBITh ~ OMHUCAHBl MOJAXOJbI K  OE30MaCHOCTH, HCIOJb3yeMble
OPOU3BOJUTENIEM, W MPUMEHEHHUE OSTUX I[OAXOI0B TMPHU pEAIU3ALUH JTOBEPEHHOMU
BBIYHCIIUTEILHOMN 0as3bl.

Kiacc C2 (B nononuenue k Cl):

— IpaBa JOCTyNa JIOJLKHBI TPAHYJIMPOBATHCS ¢ TOYHOCTBIO /10 MOJb30BaTens. Bee
00BEKTHI IOJIKHBI IOJIBEPraThCsi KOHTPOJIIO JOCTYIIA;

— TMpU BBIJACICHUM XPAHUMOTO OOBEKTAa M3 TyJla PECYpCOB JIOBEPEHHOU
BBIYMCIIUTENLHON 06a3bI HEOOXOUMO JIMKBUIAUPOBATH BCE CIIE/bI €0 UCIIOIb30BAHNUS;

— KaXIplii  TOJIb30BaTElb  CUCTEMbl  JOJDKEH  YHHUKaJbHBIM  00pa3oM
uneHtuduumpoBatbes. Kaxmnoe peructpupyemoe IEUCTBUE HOJKHO aCCOIMUPOBATHCS C
KOHKPETHBIM TOJIb30BATEIIEM;

— JIOBEpEHHas BBIUMCIUTENbHAs 0a3a JODKHA CO3/1aBaTh, IMOJJCPKUBATH U
3alMIIaTh KypHaJT PETUCTPALIMOHHON MH(OpMAILIMK, OTHOCSIIEHCS K I0CTYIy K 00ObEKTaM,
KOHTPOJIUPYEMbIM 0a30M;

— TECTUPOBAHUE JOJDKHO MOATBEPAUTH OTCYTCTBUE OYEBUIHBIX HEIOCTATKOB B
MEXaHU3MaX U30JIAINHU PECYPCOB U 3allIUThl PETUCTPAMOHHON HH(POpMALTUH.

Knacc B1 (B nononnenue x C2):

— JIOBEpEHHAasl BBIYHMCIIMTENIbHAs 0a3a JOJKHA YMPaBJIATh METKaMH O€30MacHOCTH,
aCCOIMUPYEMBIMU C KXIbIM CYOBEKTOM U XPAaHUMbBIM O0BEKTOM;

— JIOBEpEHHAs BBIUMCIUTEIbHAsT 0a3a JOMDKHA  O0ECHeYuTh  peau3aluio
MPUHYIUTETHLHOTO YIIPABIEHUS JOCTYIIOM BCEX CYOBEKTOB KO BCEM XPAHUMBIM OOBEKTaM;

— JIOBEpEHHas BBIYHMCIIUTENIbHAS 0a3a JOJKHA 00eCreurnBaTh B3aUMHYIO U30JISIIIUIO
MIPOIIECCOB MyTEM Pa3JICJICHUS UX aJIPECHBIX IPOCTPAHCTB,;

— rpynna CHeUUAIMCTOB, IMOJHOCTHIO MOHUMAIOIIMX peain3alyi0 JTOBEPEHHOM
BBIYMCIIUTENLHON 0a3bl, JOHKHA TMOJBEPTHYTh OINKMCAHHE AapXUTEKTYpPbl, HUCXOJIHBIE H

O0OBEKTHBIE KOJbI TINATCIBHOMY aHAJIN3y U TCCTUPOBAHUIO,
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— JI0JDKHA CYUIECTBOBaTh HedopMmalibHas WM (QopManbHash MOJEIb TMOJUTHKA
0€3011aCHOCTH, MOJJEP)KUBAEMON IOBEPEHHON BBIUHMCIUTEILHON 0a30M.

Knacc B2 (B nomosiaenue k Bl):

— CHa0XaThCs METKaMM JIOJKHBI BCE pecypcehl cucteMsbl (Hampumep, [13Y), npsmo
WJIH KOCBEHHO JIOCTYITHbIE CyOBEKTaM;

— K JIOBEPEHHOH BBIYMCIHUTEIHLHON 0a3e MOJDKEH MOJICPKUBATHCS JTOBEPECHHBIN
KOMMYHUKAIIMOHHBIA ITyTh JJIS IOJb30BAaTENsl, BBIMNOJHSIOMIETO ONEpaldd HaydaabHON
UACHTU(DUKALIMY U ayTeHTU(DUKAIUY;

— JIOJbKHA OBITh MPEeTyCMOTPEHA BOBMOKHOCTh PETUCTPAIlUU COOBITUM, CBA3aHHBIX C
OpraHu3alMel TalHbIX KaHAJIOB 0OMEHA C MaMSThIO;

— JIOBEpEHHasl BRIYHMCIUTENbHAs 0a3a TOJKHA ObITh BHYTPEHHE CTPYKTYpPUPOBaHa Ha
XOPOIIIO OMPEICICHHbIE, OTHOCUTEIBHO HE3ABUCUMBIE MOYJIH;

— CHUCTEMHBIA apXUTEKTOpP AOJDKEH TIIATEIBLHO MPOAHAIU3UPOBATH BO3MOKHOCTH
OpraHu3aliy TalHbIX KaHAJIOB OOMEHA C MaMsThIO U OLIEHUTh MAKCUMAJIbHYIO MPOIMTYCKHYIO
CITIOCOOHOCTH KaXKJIOTO BBISIBJIEHHOTO KaHaa;

— JIOJDKHA OBITh MPOJAEMOHCTPUPOBAHA OTHOCUTEIbHAS YCTONYMBOCTD JIOBEPEHHOU
BBIYMCIIUTENLHOM 0a3bl K TIOMBITKAM MPOHUKHOBEHUS,

— MOJEJb TOJUTUKH 0€30MacHOCTH JOKHA ObITh (hopMasibHOW. st JOBEpeHHOU
BBIYMCIUTEILHON 0a3bl JTOHKHBI CYIIECTBOBATH ONMUCATENIbHBIC CHEHU(PUKAIIMU BEPXHETO
YPOBHSI, TOYHO U TIOJIHO OTIPEIEIISIIONTNE ee MHTep(deiic;

— B mporecce pa3padOTKH U COMPOBOXKIACHUS JTOBEPEHHOW BBIUMCIUTEIHHONU 0a3bl
JIOJDKHA UCIOJIB30BAaThCs CUCTEMa KOH(PUTYPAllMOHHOIO YMpaBJCHUs, O0€CTeUrBAIOIIAs
KOHTPOJIb HW3MEHEHHH B OINUCATENIbHBIX CHENU(UKAIUAX BEPXHETO YPOBHS, WHBIX
ApXUTEKTYPHBIX  JAHHBIX, pEATU3AUMOHHOM JOKYMEHTAIlMM, HCXOJHBIX TEKCTaX,
paboTaroiieil Bepcuu 00bEKTHOTO KOJ1a, TECTOBBIX JaHHBIX U IOKYMEHTAIUU;

—  TECTHI JOJDKHBI MOATBEPKAATH JEUCTBEHHOCTh MEP 110 YMEHBIIEHUIO TPONTYCKHOMN
CITOCOOHOCTH TAHBIX KAHAJIOB Mepeaadr HHPOPMAIIUH.

Knacc B3 (B nononnenue x B2):
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— JUIsl  TPOM3BOJILHOTO  YIOPABJIEHHUS  JIOCTYNIOM  JIOJDKHBI  0OSA3aTENbHO
UCIIOJIb30BAaThCS CIIMCKU YIIPABIICHUS TOCTYIIOM C YKa3aHUEM Pa3pEIIEHHBIX PEXKHUMOB;

— JIOJDKHA OBITh TPEAYyCMOTPEHA BO3MOXXHOCTH PETUCTpAIlMU TOSBJICHUS WU
HAKOIUICHUS  COOBITHH, HECYIIMX yrpo3y TOJUTUKE O€30MaCHOCTH  CHUCTEMBI.
AnmuHucTpaTOp 0€30MaCHOCTH JOJKEH HEMEIJIEHHO U3BEIIAThCs O TOMbITKAX HAPYIICHUS
MOJIUTUKU OE30TIaCHOCTH, @ CUCTEMA, B CITydae MPOJAOHKCHHS MOMBITOK, TOJDKHA MPECeKaTh
UX HanuMeHee 00JIE3HEHHBIM CII0OCO00M;

— JIOBEpCHHAs BBIUYMCIUTENIbHAs 0a3a JIOJDKHA OBITH CIIPOCKTUPOBAHA U
CTPYKTypUpOBaHa TakKUM O0Opa3oM, 4YTOOBI HCIIOJb30BaTh MOJHBIA M KOHIENTYaJIbHO
MIPOCTOM 3ALUTHBIM MEXAHU3M C TOUHO OIPEIECIICHHON CEMaHTUKOM;

— Mpoleaypa aHaIN3a JOJKHA ObITh BBIMOJHEHA I BDEMEHHBIX TAWHBIX KAHAJIOB;

— JobkHa ObITh  crnenuuIMpoBaHa PpoOJb aJIMHHUCTpaTOpa OE30MacHOCTH.
[TonyuuTts mpaBa aAMUHUCTPATOPA OE30MTACHOCTH MOYKHO TOJIBKO MOCJIE BBITIOTHEHUS SIBHBIX,
IIPOTOKOJIUPYEMBIX JICVCTBUM;

— JIOJDKHBI ~ CYIIECTBOBATh MPOUEAYPbl HW/WIA MEXAHU3MbI, IO3BOJISIIOLINE
MIPOU3BECTH BOCCTAHOBJIEHHUE MOCJE cOOsl MM MHOTO HapylIeHHs] padoThl 0e3 ocnadiieHus
3aIUTHI,

— JIOJDKHA OBITH MPOJIEMOHCTPUPOBAHA YCTOWYUBOCTD JIOBEPEHHOMN
BBIYMCIUTENLHON 0a3bl K MOMBITKAM MPOHUKHOBEHUSI.

Knacc Al (B nononnenue k B3):

— TECTUPOBAHUE [IOJDKHO MPOJEMOHCTPUPOBATh, UYTO peaau3alus J0BEPEHHOU
BBIYUCIUTEILHON 0a3bl COOTBETCTBYET (POPMAIbHBIM CHEU(PUKALIMSAM BEPXHETO YPOBHS,

— TIOMHUMO  OIMCATENbHBIX, JIOJDKHBI  OBITH  MPEACTABJICHBl  (hOpMabHBIC
cnenuuKanuu BepxHero ypoBHs. HeoOxoaummo HCHONB30BaTh COBPEMEHHBIE METO/IbI
dhopmanpHOU crienudpuKauy U BepupUKaIud CUCTEM;

— MEXaHU3M KOH(UTYpPAIIMOHHOTO YIPABJICHUS JOJKEH PACIPOCTPAHATLCS Ha BECh
KU3HCHHBIA IUKJI U BCE KOMITIOHEHTBHI CHCTEMbI, UMEIOIINE OTHOIIECHWE K 00eCIeYEHUIO

0e30I1aCHOCTH;
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— JIOJDKHO OBITH OIMCAHO COOTBETCTBHE MEXIY (POPMaATbHBIMM CHELU(PUKALUAMU
BEPXHETO YPOBHS U UCXOJHBIMU TEKCTaMHU.

TakoBa kmaccudukanus, BBefeHHas B «OpamkeBoil kHuUre». KopoTko ee MOXHO
c(opMyJIMpOBATH TaK:

— ypoBeHb C — IPOU3BOJIBHOE YIPABJICHHUE TOCTYIIOM;

— ypOBEHb B — npuHynuTENbHOE YIIPABIECHUE JOCTYIIOM;

— ypoBeHb A — Bepuduuupyemas 6€301acHOCTb.

Koneuno, B agpec «Kpurepues ...» MOXKHO BBICKa3aTb LEJbIM PsJ CEPbE3HBIX
3aMeYaHuil (Takux, HalpuMep, Kak MOJHOE WTHOPUPOBAHUE IMPOOJIEM, BO3HUKAIOUIUX B
pacnpeneneHHbIX cuctemax). Tem He MeHee, cleqyeT NOAYEpPKHYTh, YTO MyOJMKalus
«OpaHXeBol KHUTH» 0€3 BCIKOTO MPEYBEINUEHNUS CTalla 3110XaJbHBIM COOBITHEM B 001aCTH
nH(popmanmoHHou Oe3omnacHocTu. [losBUiICsS 00lIENpPU3HAHHBIA MOHATUHHBIN Oa3uc, 0e3
KOTOpOTo Aaxe obcyxaenue npoodsiem b Ob110 ObI 3aTpyTHUTEIBHBIM.

OTMmeTuM, 4TO OTPOMHBIN UIECHHBIN ToTeHIMaNl «OpaHKeBOW KHATH» ITIOKa BO MHOTOM
ocTaeTcsi HeBOCTpeOoBaHHBIM. [Ipexae Bcero 3To KacaeTcsi KOHLUENIHUA TEXHOJIOTUYECKON
rapaHTUPOBAHHOCTH, OXBATHIBAIOLIEH BECh KU3HEHHBIM LIMKJI CUCTEMBI — OT BbIPAOOTKU
cneuudukaruit g0 (a3l okcmyatanud.  [Ipr COBpEMEHHOW  TE€XHOJIOTHUU
IpPOrpaMMHUpPOBAHUS  PE3YJbTUPYIOLIAs  CHUCTEMa HE  COACPXKUT  HMH(OpMaIuH,
IPUCYTCTBYIOIIEH B HMCXOAHBIX CHEIU(pUKALUAX, Tepsercs HMHPOpMalus O CEMaHTHKE

Mporpamm.
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Cranmaptsl B 001acTH HHGOPMAIIMOHHON O€301TaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

Tema 1.3 @enepaibHble KpUTepUH 0€30MACHOCTH HH(OPMAIMOHHBIX
TEXHOJIOTH I

1 O0mme mo10KeHus

«DenepanbHble  KpuUTepun  0e30mMacHOCTH  MHGOPMAIIMOHHBIX  TEXHOJIOTHIN»
(«DenepanbHbIE  KpUTEpUW»)  pa3padaThlBAINCh KAaK OJHA W3  COCTAaBIIIIONIUX
«AMepuKaHCKOTO (eiepalbHOrO cTaHiapta 1o oOpabotke wuHpopmarun» (Federal
Information Processing Standard), mpuzBanHoro 3aMmeHUTH «OpaHXEeBYIO KHUTY.

['maBHOM wnenwpr0 co3pgaHus «PeaepanbHbBIX KPUTEPUEBY» SIBISUIOCH OINPEICICHUE
YHUBEPCAIBHOIO M OTKPBITOTO JIJIsl TaJbHEHIIIEr0 pa3BUTHSI HA0Opa OCHOBHBIX TpeOOBaHUM
0€30MacCHOCTH, TPEABIBISAEMBIX K COBPEMEHHBIM HH(OPMAIIMOHHBIM TEXHOJOTHSIM.
Cranpmapt ompenensser OOOCHOBAaHHBIM W CTPYKTYPUPOBAHHBIM TMOJIXOJ K pa3paboTKe
TpeOOBaHMI O€30MACHOCTH, MPEABIBISIEMBIX K MPOAYKTaM UH(POPMAIIMOHHBIX TEXHOJIOTHI
c yueroM obOinacteil ux mnpumeHeHus. CTaHgapT sBiIseTcs O0O0OOIIEHUEM OCHOBHBIX
MPUHITUIIOB o0ecrieueHus: 6€30MacHOCTH MH(POPMAIIMOHHBIX TEXHOJOTUM, pa3paboTaHHBIX B
80-e rompl, 1 00ecrieunBaeT MPEEMCTBEHHOCTh MO0 OTHOIIEHUIO K HUM C IIEJIbI0 COXPaHEHUS
JOCTH)KEHUM B 00JIaCTH 3aIIUTHI MTHGOPMAIIUH.

«DenepanibHble KPUTEPUU» COAEPKAT TIOJIOKEHHUS, OTHOCSIIHECS TOJIBKO K
OTJCJIBHBIM TPOJYKTaM HH(POPMAIMOHHBIX TEXHOJIOTMI. Bompockl MOCTpoeHUs: CUCTEM
o0paboTku nHdopmaruu u3z Hadopa UT-poayKTOB HE SBISIOTCS MPEIMETOM PACCMOTPEHHUS
ATOr0 TOKYMEHTA.

2 IIpo¢uiib 321U THI

KitoueBbIM TOHSITHEM KOHIIETINK WH(DOpMaIrmoHHOU 6e3omacHocTu «DenepaabHbIX
KpUTEpUEB» sBIseTCs TNOHATHE «mpoduis 3amuTel» (Protection Profile). Ilpoduns
3alIUTBI — 3TO HOPMATUBHBIA JIOKYMEHT, KOTOPBI PErIAMEHTUPYET BCE AaCIHEKThI
6e3onacHoctn UT-mipoxykra B Buie TpeOOBaHUI K €r0 MPOEKTUPOBAHUIO, TEXHOJOTHUU
pa3paboTku M KBaTM(pUKATMOHHOMY aHanu3y. Kak mnpaBuiio, oguH npoduiib 3aiiuThl
OMHCHIBACT HECKOJIBKO ONMM3KUX MO CTpyKType n HazHaueHuto UT-mpomykroB. OcHOBHOE

BHMMaHHE B MPOQUIIE 3alIUTHI YAENseTcsl TpeOOBaHUSIM K COCTAaBY CPEACTB 3alllUThl U
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Cranmaptsl B 001acTH HHGOPMAIIMOHHON O€301TaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

KaueCTBY HX pealu3alMH, a TaKXke HX aJeKBAaTHOCTU NPEANOJIAraeMbIM yIrpo3am
0€30MacHOCTH.

[Tpoduib 3aUTEI COCTOUT U3 CAEAYIOMIMX MATH pa3/IesioB: OMUcaHue, 000CHOBAHUE,
¢dbyHkunoHaabHbIe TpeOoBanus k UT-ipoaykTy, TpeOoBaHUS K TEXHOJIOTUU pa3padoTku U T-
MPOJIyKTa, TpeOOBaHUS K TpoIiecCy KBanudukarmonHoro ananusa UT-npoxykra.

Onucanue npopuiisi COIEPKUT KIacCU(DUKAITMOHHYIO MH(POPMAIINIO, HEOOXOAUMYIO
UL €r0  WASHTU(UKAIMU B CHEIUAIBHONW KapToTeke. «DemepanbHbIe KPUTEPUN»
mpejaraloT MOAAEPKMBATh TaKyl0 KAapTOTEKy Ha OOIIErOCYJapCTBEHHOM YPOBHE. DJTO
MO3BOJIUT JIIOOOM OpraHU3allKi BOCIIOIB30BATHCS CO3JaHHBIMU paHee NMPOGUISIMU 3alTUThI
HEIMOCPEICTBEHHO WJIM MCIOJIb30BATh UX B KAUYECTBE MMPOTOTUIIOB IIPHU pa3padOTKE HOBBIX.

OO0O0CHOBaHHE COJEPKUT OMUCAHUE CPebl AKCIUTyaTallu, MPEArnogaraeMblx yrpos
O6e3omacHOCTM U MeTOA0B wucnois3oBanus WT-npomgykra. Kpome Toro, 3ToT paszuen
COJICP’KUT TOJAPOOHBIN TepeyeHb 3ajay Mo O00eClneueHUI0 O€30MacHOCTH, PEIIaeMbIX C
MOMOIIIBIO TAHHOTO Mpoduis. ITa nHGOpMaIUs JaeT BO3MOKHOCTh OINPEACNIUTh, B KaKOH
Mepe JaHHbIM nOpouib NPUTOAEH MJid TNPUMEHEHUS B TOW WJIM HHOW CUTYallUH.
[Ipeanonaraercs, 4TO JdaHHBIA pa3liel OPUEHTHUPOBAH Ha CHYKObl 0€30MacHOCTH
OpraHu3alui, KOTOPbIE M3y4arOT BO3MOXHOCTH  ucrnonb3oBaHuss UT-npoaykra,
COOTBETCTBYIOIIETO TaHHOMY NPO(UITIO 3aIUTHI.

3 @yHKIHOHAJIbLHBbIE TPEOOBAHUA

Paznen ¢yHkunoHanbHbIX TpeboBaHui k WT-npoaykTy comepX uT OINucaHue
(hYHKITMOHATBHBIX BO3MOXHOCTEN cpeACcTB 3amuThl UT-npoaykTa u onpeaensieT ycaoBusl, B
KOTOpBIX oOecreunBaeTcss 0e30MmacHOCTh B BHUAC TMEPEYHS yrpo3, KOTOPHIM YCIIEIIHO
MPOTUBOCTOST NMPEMJIOKEHHBIE CPEICTBA 3aLIUTHI. Y TPO3bI, JIEKAIIUE BHE ITOr0 AMANA30Ha,
JIOJKHBI OBITh YCTPAHEHBI C IIOMOIIIBIO JIOTTOJIHUTENBHBIX, HE BXOJSIINX B COCTaB MPOIYKTa,
CpeAcTB obecnedeHus 0€30MacHOCTH.

Pa3znen TpeboBanuii k TexHosnoruu pazpadborku U T-npoaykra oxBaTbiBaeT BCe ATalbl
€ro CO3/IaHusl, HAaUMHAsI OT Pa3pabOTKM MPOEKTa U 3aKaHYMBas BBOJOM T'OTOBOU CHCTEMBI B
AKCIUTyaTaluio. Paznen cogepkut TpeOoBaHUs KaK K caMOMY IIPOLIecCy pa3pabOTKH, TaK U K

YCIIOBUSM, B KOTOPLIX OHA ITPOBOJUTCS, K MUCIIOJB3YECMbIM TCXHOJIOTHYCCKUM CPCACTBaM, a
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Cranmaptsl B 001acTH HHGOPMAITMOHHONW O€30MaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

TaKK€ K JOKYMEHTHUPOBAHHUIO HTOr0 Ipouecca. BeinonHeHne TpeboBaHMN 3TOro paszeina
ABIIIETCS HEMPEMEHHBIM YCIOBHEM JJisi MPOBEACHUS KBAIM(UKAIMOHHOTO aHalu3a u
ceptuduranuu UT-npoaykra.

Paznen tpeGoBanuii Kk mnpoueccy kanupukanvoHHoro asanusza WT-nponykra
pEerIaMeHTHPYET MOPSIOK MPOBEACHUS KBATU(PUKAIMOHHOTO aHajin3a B BUAEC METOIUKHU
uccienoBanuii u rectupoanusd UT-npoaykra. O0beM u riryOrHa TpedyeMbIX UCCIIE0BaHUI
3aBUCAT OT HauOoJiee BEPOSTHBIX THUIOB YIPO3, CpPEeAbl NPUMEHEHUS W IUIAHUPYEMOM
TEXHOJIOTHH 3KCIUTyaTalUu.

®dyHkunoHanbHble TpeboBaHusl «DenepanbHbIX KPUTEPUEB» pa3JIEICHbl HA BOCEMb
KJIACCOB M ONPENENSIOT BCE acHeKThl (PyHKIMOHUpOBaHMS sAnpa Oe3zonacHoctu (Trusted
Computing Base, TCB). Ilox ssgpoM 6€30nacCHOCTH TOHUMAETCSI COBOKYITHOCTD allllapaTHBIX,
IIPOTPAaMMHBIX M CIELHUAIBHBIX KOMIIOHEHT BBIYHMCIIMTEIBHOM CHCTEMBI, PEaJU3yIOIIUX
(yHKUMH 3aUTHI U o0ecrieyeHus: 0e30macHOCTU. TakcOHOMMS KiTaccoB (DYHKIIMOHATBHBIX

TpebOBaHMi MpUBeIeHA Ha PUCYHKE] .

$YHRIMOHANBHEE Tpebopama B TCE

1 Peamcaimmdg DomMTHEM Oe300acHOCTH

NonuTHRa aymiuTa HonuTHra YOPaRIeHMd OocTynoM [IonuTHra obfecnedeHMd JUpaBaeHHe
pabomocmocobHocTH  BES0NacHOCTER
MoeHTHIMRALMA M IIpoMSEBONBHOS YIPaBIeH e
ayTe HTHOMRaInta OOCTYIIOM KowTpone M pacnpensineHue

pecypcop
FenuMcTpampd B CHCTEME HopMaTHEHOE YIIpPaBISHME
IOCTYIOM OfecniedeHME OTHASOYCTOIMBOCGTH
Ofecnedye e OpAMODO
BIsomionencTeMa ¢ TCE KOHTPONE CREBITHX KAHAIOEB

PenucoTpaipia M yuUeT
coBETIoN

— MOHMTODPMHD BSSUMMONSSTEMA
Jormmuecraa ssuprra TCB

— dismuecKaa saupra TCB

CamoroHTpOJE TCB

— MmuMamsalpid M BoccTaHoBIeHMe TCB

. OnpaHMueHMe OpMEMIEDi npu pabore o TCE

— Ipocmora MenodesoeamMa TCHB

Pucynok 1 — Takconomusi GyHKIIMOHATIBHBIX TpeOoBaHul «DenepanbHbIX KPUTEPUEB)»
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Cranmaptsl B 001acTH HHGOPMAIIMOHHON O€301TaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

CoctaB M cojep)aHUE BKIIOYEHHBIX B MPOQWIb 3aIlIUThl (PYHKIIMOHAIBHBIX
TpeOOBaHUI ompenestoTes cpenoi skcmryaranuun U T-mpomykra. UtoOs 000CHOBATH
BbIOOp T€X WM MHBIX TPEOOBAHMN M HE BCTyNaTh B IPOTHUBOPEUYHE C CYIIECTBYIOIIUMHU
cTaHzapTamMu B obOmactu Oe3omacHocT MT-mpoaykToB, (pyHKIMOHAJIBHBIE TPEOOBAHMA,
npuBeJeHHbIE B «DenepanbHbIX KPUTEPUSAX», PAHKUPYIOTCS IO YPOBHSAM C MOMOIIBIO
CIIEIYIOIMX YEThIpEX KPUTEPHUEB: IIHMPOTa CPepbl NPUMEHEHUs, CTENEHb AETATU3alluy,
(GYHKIIMOHATBHBIA COCTAB CPENICTB 3aIUTHI, 00ECIICUNBAEMbII YPOBEHb O€30MaCHOCTH.

PawxxupoBanue Bcerga MNpPEIIIONaraeT yCTAHOBIEHHE HEKOTOPOTO OTHOIIEHHS
nopsaka. OgHako HE3aBUCUMOE PaHKUPOBaHUE (DYHKIIMOHAIBHBIX TPEOOBAHUH 110 KAXKIOMY
U3 MPUBEJICHHBIX KPUTEPHUEB, XOTS U JAET HEKOTOPOE MPEACTABICHHUE O PA3INUUSAX MEKIY
(YHKIIMOHAJIBHBIMUA BO3MOXHOCTSMHU CPEACTB 3aIlUThI, HE MMO3BOJISIET YCTAHOBUTH YETKYIO,
JUHEMHYI0 IIKaldy ypoBHeH Oe3omacHOCTH. OJHO3HAYHOTO OTHOIIEHHUS MOPAJIKA,
ONpPEJEICHHOT0 Ha MHOYKECTBE (PYHKIMOHAIBbHBIX TPEOOBAaHUM, HE CYIIECTBYET, TaK Kak
3HaueHue TpeOOBaHUI U ypOBEHb 00ECIIEYMBAEMON UMM 3alUTHI 3aBUCAT HE TOJIBKO OT UX
COZIepKaHMs, HO M OT HaszHayeHus WU T-npoxykra m cpensl ero skcruryaranuu. s ogHux
CUCTEM HamOoJjee BaKHBIMU OYIYT MACHTU(DUKALMS U ayTeHTU(UKALUs OJIb30BaTEeNeH, a
UIg  IpYruX — peajnu3alus [OJUTUKA YOPaBIEHUS JOCTYNIOM WM oOOecreueHue
PaboTOCIOCOOHOCTH.

[Toaromy B «@DenepanbHbIX KPUTEPHUSIX» OTCYTCTBYIOT PEKOMEHIAIMH KaK 0 BEIOOpY
Y IPUMEHEHUIO TeX WIM MHBIX (DYHKIIMOHAJIBHBIX TPeOOBAaHUMU, TAK U MO ONPEACICHUIO UX
posii B cucteMe obecrnieueHust 0€30macHOCTU. BMECTO )KECTKUX yKa3aHWW 3TOT JOKYMEHT
COJIEP’KUT COTJIACOBAHHBIN C MPENUIECTBYIOMKUMU eMy cTanaapTamu («OpaHkeBasi KHUTa,
«EBporneiickie KpUTepun») paHKUPOBAHHBIA NEpPeUeHb (PYHKIIMOHAIBHBIX TPEOOBAHUN U
MPEIOCTABIIAET pa3padoTYMKaM NpouIIsl 3allUThl BOBMOXHOCTh CAMOCTOSITENILHO CHENIaTh
BBIOOP HEOOXOAMMBIX METOJOB U CPEACTB oOecreueHus: 0e30MacHOCTH, OCHOBAaHHBIA Ha

Ha3HA4YeHUU U creruduke cpeanl dkcrryaranuu U T-npoaykra.
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Cranmaptsl B 001acTH HHGOPMAITMOHHONW O€30MaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

TECTHMPOBAHMA GYHRIMI
Crpyrrypusauua TCE Ha OOMEeHH besonacHoCTH
JORKYMEHTHPOBAHME aHaIM3a
BOSMOXKHOCTENH HapyIeHMS
fesonacHOCTH

MuHMMMIanua GYHROMH M CTPYKType TCB

AnexpaTHOCTE peanusanuyu TCB

Ho-- == == 4 == —= + -- ¥

JOoKYyMEHTHPOBAHME aHanlusa
CEPEITHX KaHAIO0B

Mpouecc paspaborTryu Cpena paspaboTeu JOKyMEeHTHPOBaHME ConpoBOXOEHNKE
' ' | '

1 1 1 1

+ OnpegeneHKMe MHOXKeCTBa + MHCTpYMEeHTAJIBbBHEE + HOoryMeHTHpoOBaHMe fyHRUMI TCE + Ione3oBAaT.

\ byurRuMiE TCB B COOTB.C | CpPencTBa | OORYMEHTALMSI
| dyHRL. TpeboBaHMaMK H MonEas DORYMEeHTAaUMA Ha | P¥ROBOZCTEOD
i + CpemcTEa yNIPaBISHMA WUT-npogyKT (MHTepheich, + nmo agMMHMCTP.
+ Peanusanua TCE | mpoumeccoM pa3paBOTxm KOMITOHEHTH, MOAYIM, CTRYKTYPa| CHCTEME

o i TCE, MeToguKa NpoeKTHMPOBaHMd, | bBesomacHocTH
| + Onpenenenne cocraea L [poumeaypa ZucTpubyumuu| a TaKKe MCXOLHEE TEKCTH M | Ipoumegypa

i | dyHRL. KoMnoHeHT TCB, crienudMRaUMa annapaTHHX c¢p-B)+ obHOBmeHus

I | peanusyommMx GYHKIMM SalMTH | BEpCHMI H

. JORYMEHTMPOEAHME TECTHRPOHMA | MCIPaBISHMSA
i + Onpenenenue muHTepbesca TCB aHanusa MT-NIpOAYKTa | ommbox

HE L Mpoueaypa

\ + OerxoMmmosuuua TCB Ha (yHRKUMOHANBHEIE MOLYIIM HoK¥MEHTHPOBAHKME IpOoLecca MHCT &AM
o

Vet

o

1 1

e

|

'

+

|

i

L

TecTupoBadue u aHamus TCB

e T

Tecrupobadne byHROMI TCB ODoK¥MEHTHPOBAHKME CPEIE M NpoLecca

|

+

| paspaboTru
+ AHanM3 BOSMOKHOCTENR HapyweHusa BesonacHooTH

i

L

AHANMZE CHEPETHX KaHaloB

Pucynok 2 — TakcoHomus TpeboBanuii «DenepanbHbIX KPUTEPUEBY K TeXHOJIOruu paspadorku UT-
MPOJIyKTa

4 TpeGoBanus K TexHojaoruu paspadorku UT-npoaykra

OcHOBHOE Ha3zHaueHue TpeOOBaHMU K TexHojJoruu pazpadotkun MT-nmpoaykra —
o0ecneunTh aJeKBaTHOCTh YCJIOBHM pa3paOOTKU (PYHKIMOHAIBHBIM TpeOOBaHUIM,
BBIIBUHYTBIM B  COOTBETCTBYIOIIEM pazjeie Mnpouisd 3aluThl, W YCTAHOBHUTH
OTBETCTBEHHOCTh Pa3padOTUMKa 3a KOPPEKTHOCTh pPean3alvu 3TUX TpeOoBaHuil. [[aHHbBIN
paszzien perjaaMeHTUpYeT IPOLIECC CO3/JaHMs, TECTHUPOBAaHUSA, JOKYMEHTUPOBAHHUS U
conpoBoxaenust UT-npoaykra. TakcoHomust TpeOoBaHMi K TexHOJIOrMH pa3padotku MUT-
IIPOJIyKTa IPUBEJEHA HA PUCYHKE 2.

«DenepanbHble  KPUTEPUU» COJEPKAT PAHKUPOBAHHBIA IEPEUYEHb THIIOBBIX
TpeboBaHUl K TexHosoruu paspadotku WT-npoaykrToB. BrimonaHeHue TtpeboBaHUN K
TEXHOJIOTHH pa3pabOTKU SBIISETCS HEOOXOIUMBIM YCIOBUEM Ui MPOBENEHUS MPOLEAYPHI

KBIM(PUKALIMOHHOTO aHAJIN3a.
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Cranmaptsl B 001acTH HHGOPMAITMOHHONW O€30MaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

KBaJ’II/I(I)MKaU,I«'IOHHbII;'I aHaJlm3

1
| | 1
AHamus KOHTpONE TecTUpOBaHNe
|

|
| |
+ AHaIMZ apXxUMTeKTypPEl + KOHTpOJE Cpembl + TeCTHUpOBaHMe §YHKLIMA
| | paspaboTrH | TCB paspaboTdMKoM
L AHanmus peanmsauynm : | MT-npolykrTa

L KOHTpONIb HOpouecca |
COMPOB OXKIeHM A L HesapMCMMOE TeCTUPOBa-—

UT-nponykTa Hue oGyHKUMMA TCRB
Pucynok 3 — Takconomusi TpeOGoBanuii «®DenepanbHBIX KpUTEpUEB» K  IIpoLECCy

kBanMukanronHoro ananu3a UT- mpoaykra

5 TpeGoBanus Kk npoueccy KBaaupukanuoHHOro anaansa UT-npoaykra

TpeGoBanus k mnpoueccy KBaiaudukanmoHHoro aHanu3a MT-npoaykra mpu3BaHbl
o0ecneunTh Ha/Ie)KHOCTh U KOPPEKTHOCTh 3TOTO mpoliecca. Pazaen conepkKut Tpu TpyIIb]
TpeOOBaHUll, perJjaMeHTHPYIOMINX aHalIW3, KOHTpOoJdb M TecTupoBanue WT-nmpomykra.
TakcoHomust TpeOOBaHUM ATOTO pa3jiesa MPUBEICHA HA PUCYHKE 3.

OTu TpeOOBaHUs PEryIaMEHTUPYIOT MPOLECC KBATU(PUKALMOHHOIO aHAJIM3a TOJIBKO B
o0IIMX YepTax H, MO 3aMbICITy Pa3padOTUYMKOB CTaHAAPTA, TOJKHBI MOCTY>KUTh OCHOBOM IS
pa3pabOTKM CHEUUATU3UPOBAHHBIX METOAMK KBaJIU(pUKALMK YPOBHS O€30MaCHOCTH,

OpPHEHTHUPOBAHHBIX HA PA3JIMYHbIE 00JACTH MPpUMEHEHHS U Turbl U T-ipoyKToB.
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Cranmaptsl B 001acTH HHGOPMAIIMOHHON O€301TaCHOCTH
Paznen 1. «Opanxenas kaura» (TCSEC) — onieHoUHBIH cTaHaapT MHGOPMAITMOHHON 6€3011acHOCTH

Tema 1.4 Kanaackue kpurepuu 0€30MACHOCTH KOMIBIOTEPHBIX CHCTEM
«CTCPEC»

1 Kanaackue kputepuu 0e3onacHocTu KoMmnbioTepHbIX cucteM «CTCPEC)

«Kananckue kputepum» pa3paldaTbIBaIUCh U  HKCIOIB30BaHUS B KadyeCTBE
HallMOHAJIBHOTO CTaHJapTa OE€30IaCHOCTH KOMIIBIOTEPHBIX CHUCTEM. B oTiauume oT
«OpaHkeBOM KHUTH», OPUEHTHUPOBAHHON B OCHOBHOM Ha pa3palOTKy U cepTU(]HKAINIO
MHOTOMOJB30BATEIbCKUX ~ ONMEPAIlMOHHBIX CHCTEM U TpeOyromeil  ompeneraeHHOn
UMHTEpOpETallul A JAPYIMX NOpUMEHEHW (Hanpumep, i 0a3 JaHHbIX M CeTei),
«Kananckue kputepun» ObUIM  M3HAYAJIBHO HAllEJICHbl HAa I[IUPOKUNA  JIMAIa3oH
KOMITBIOTEPHBIX CHUCTEM. OTOT CTaHAAPT MOKET OBITh HCIOJNB30BaH ISl pPa3pabOTKU
TpeOoBaHUIl 0€30MACHOCTH, CHEHU(PHUKAIUNA CPEACTB 3allUThl U CcepTU(UKALUU
IPOrpaMMHOr0 o0ecreueHus: pabounx CTaHUUH U MHOTOIIPOLECCOPHBIX BBIUMCIUTEIbHBIX
CUCTEM, MEpPCOHAIBHBIX KM MHOIOINOJB30BATEIbCKUX OINEPAIUOHHBIX CHUCTEM, CHUCTEM
yhnpaBiieHUs 0a3aMH JaHHBIX, PACIPECICHHBIX, CETEBBIX, BCTPOCHHBIX, OOBEKTHO-
OpPUEHTHUPOBAHHBIX U APYTHX CUCTEM.

Bo3MoxkHOCTh npuMeHeHus «KaHaICKUX KpPUTEPHEB» K TaKOMY IIHUPOKOMY KPYyTY
PA3JIMYHBIX [0 HA3HAYEHHIO CHUCTEM OIPEIESAETCS HCIOJIb3YEMbIM B HUX MPUHLMIIOM
IyaJIbHOTO TMPEJCTaBICHUS TpeOOBaHUM O€30MacHOCTU B  BHUAEC (YHKIIMOHAIBHBIX
TpeOOBaHMI K CPE/ICTBAM 3aIIUTHl U TPEOOBAHUMN K aIEKBATHOCTU UX PEaTTU3aIIIH.

OYHKIMOHAIBHBIE  KPUTEPUU  MPEACTABISAIOT  COOOM  YacTHbIE  METPHUKH,
MpeHa3HAaYeHHbIE ISl ONpeiesieHus moka3aTenen 3(h(peKTUBHOCTH CPEICTB 3aIIUTHI B BUIE
YPOBHS HMX BO3MOXHOCTEM II0 OTPAXEHHIO YIPO3  COOTBETCTBYIOLIErO  THUIA.
OYHKIMOHAIBHBIE ~ KPUTEPUHU  PA3ACIAIOTCS  HA  YeTblpe  TIPYIIbL:  KPUTEpUHU
KOH(DHICHIIMAIBHOCTH, IIEJIOCTHOCTH, paO0TOCTIOCOOHOCTH U ayIUTA.

1) Kpureprun KOHPHACHIIHATLHOCTH BKIFOYAIOT:

— KOHTPOJIb CKPBITHIX KaHAJIOB (TpU YPOBHA);

— TPOU3BOJILHOE YIPABICHUE HOCTYIIOM (UETHIPE YPOBHS);

— HOPMATHUBHOE YNPABJICHUE JOCTYIIOM (YETHIPE YPOBHSA);

— TIOBTOPHOE UCIOJIb30BaHNE O0BEKTOB (OJIUH YPOBEHb ).
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2) Kputepuu neaoCTHOCTH BKIIIOYAIOT:

— JIOMEHBI LIEJIOCTHOCTH (JIBa YPOBHS);

— TPOU3BOJILHOE YIIPABJICHUE LIETOCTHOCTHIO (UETHIPE YPOBHA);

— HOPMAaTHBHOE YIpaBJeHUE IEJIOCTHOCTHIO (UEThIPE YPOBHS);

—  ($U3BHYECKYIO IIEIOCTHOCTH (YETHIPE YPOBHS);

— BO3MOXHOCTb OCYIIIECTBJICHUS OTKaTa (JIBa YPOBHS);

— pazjaesieHue poJjiel (Tpu YpOBH:);

— CaMOTECTHUpPOBAaHHE (TPHU YPOBHS).

3) Kputepuu padboTOCIOCOOHOCTH BKIHOYAIOT:

— KOHTPOJIb 3a paclpeieICHUEM PECYpCoB (TpU YPOBHS);

— YCTOWYHMBOCTH K OTKa3aM U cO0siM (TpH YpOBHS);

— KUBYYECTb (TPU YPOBHS);

— BOCCTaHOBJIEHHE (TPH YPOBHS).

4) Kpurepuu ayaurta BKIFOYAIOT:

— PErucTpaluio U y4eT COOBITUI B CUCTEME (TP YPOBHS);

—  UIAEHTU(DUKAIUIO U ayTeHTU(UKAIMIO (TPU YPOBHS);

— TIPSIMOE B3aUMOJICHCTBHE C sIIPOM 0€301acHOCTH (TpH ypoBHs). PamxupoBanue mo
YPOBHSIM (BBIIIIC TIPUBEICHO YHUCIIO YPOBHEH, HE CUMTASI HYJICBOTO) BHYTPH KaXKIOW TPYIITIBI
KPUTEPHUEB MPOM3BOAUTCS HAa OCHOBAHMM MOIIHOCTH HMCIOJB3YEMBIX METOJOB 3aIlUThl U
KJIacca OTPaKaeMbIX Yrpo3 COOTBETCTBYIOIIETO THUIA. YPOBHU C OOJBIIUM HOMEPOM
obecrnieunBaOT 0oJsiee MONMHYH (PYHKIMOHAIBHOCTh M, COOTBETCTBEHHO, 0O0JI€€ BBICOKYIO
CTENeHb 0€30MacCHOCTH.

AJIEKBaTHOCTH PEAM3AIMH ONPEACISIETCS] TEM, HACKOIBKO TOYHO U MOCIIE0BATEIHHO
CpEICTBA 3allUTHl PEATM3YIOT TMPHUHATYIO B KOMIIBIOTEPHOW CHCTEME TMOJIUTUKY
6e3onacHoctH. CornacHo «KaHajCKUM KpUTEPHSIMY, TIOTUTHKA 0€301MaCHOCTH MPECTABIISIET
co00i MHOXECTBO MpPaBUJI, PErIAMEHTUPYIONIUX 00pabOoTKy, XpaHEHUE W HCIOJIb30BaHUE

uHpopmanuu. Kpurepun aiekBaTHOCTH paccMaTpUBaIOTCs 0€3 pa3AesieHusl Ha MOArPYIIbl U
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OTNpEAEISAIOT TPEeOOBaHMS K IPOLECCY NPOEKTUPOBAHUA U pa3pabOTKU KOMIBIOTEPHOM
CUCTEeMBbl. YpoBeHb ajgekBaTHOCTU (0T 0 10 7) mpucBamMBaeTCs BCEUM CHUCTEME B IICJIOM,
npuyeM Oojiee BBICOKMN ypOBEHb O3HadaeT 0oJiee IMOJIHYI0 U KOPPEKTHYIO peanu3aliio
HOJIUTUKHU O€3011aCHOCTH.

Takum oOpa3zoMm, «KaHaJacKue KpUTEpUN» OINPENENSIOT CTENEeHb O€30MacHOCTU
KOMIIBIOTEPHOM  CHUCTEMBl KaK COBOKYHNHOCTb  (DYHKIIMOHQJIBHBIX  BO3MOXHOCTEH
UCIIOJIB3YEMBIX CpPEICTB  3allUThI, XapaKTEPU3YIOUIYIOCS YAaCTHBIMHU ITOKa3aTeJIIMU
o0ecreunBaeMoro ypoBHsI O€30MacHOCTH, U OJAHOTO O00OOIIEHHOTO MapaMeTpa — YpOBHS
a/IeKBaTHOCTH peaN3aliy MOJIUTUKN 0€30I1aCHOCTH.

B cocraB npwioxennii k «KaHaacKuM KpUTEpUsM» BXOIAT PYKOBOACTBA IO
INPUMEHEHNIO (DYHKIMOHAJIBHBIX KPUTEPUEB U KPUTEPUEB a/l€KBAaTHOCTU pealu3aluu, a
TaK)Ke MOJPOOHOE ONMCAaHUE MPEAJIOKEHHOM B HUX KOHLENIUHU oOecreueHus: 0e301acHOCTH
unopmaruu. Mmeercss mnpunokeHue, BKIIOYAlOllee HAaOOp CTaHAAPTHHIX mpoduiieit
3alUThl, COJEPXKALIMX THUIIOBbIE HA0OpPHl TPEOOBAHMN K KOMIIBIOTEPHBIM CHCTEMaM,
MPUMEHSIOIINUMCS B TOCYIapPCTBEHHBIX YUPEKIECHUAX. ITOT MOIX0] UMEET MHOTO OOIIETO C

KOHILIETIIINEH npoduie 3aiuThl, npeaiaraemoii B «@enepanbubix kpurepusax» CILIA.
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Tema 1.5 'apmouu3upoBanHbie Kputepun EBponeiickux cTpan

1 I'apmonu3supoBanHbie KpuTepuu EBponeiickux crpan

N3noxenne «l apMOHM3UPOBAHHBIX KPUTEPUEB» OCHOBBIBACTCA Ha BepcuHu 1.2,
oIy0JIMKOBaHHOM B HtoHE 1991 roja OT *MEHHM COOTBETCTBYIOIINX OPIaHOB YETHIPEX CTPAH —
®panuun, ['epmannn, Hunepnannos u BenukoOpuranuu.

[TpunnunuanbHO BakHOUM 4yepTtol EBpomneiickux KpurepueB sBISIETCS OTCYTCTBUE
TpeOOBaHUIl K YCIIOBUSAM, B KOTOPBIX JOJDKHA paboTarh MH(GOpMAalMOHHAS cuUcTeMma. Tak
HA3bIBAEMBIii CIIOHCOP, TO €CTh OpPTraHU3allks, 3apaliuBaionias cepTurUKalMOHHbIC YCIIYTH,
(GopMyIHpyeT 1elib OLIEHKH, TO €CTh ONMUCBIBAET YCJOBHS, B KOTOPBIX JIOJKHA paboOTaTh
CUCTEMA, BO3MOXXHBIE YIpo3bl €€ O0€30MacCHOCTH M IPEAOCTaBISIEMbIE €0 3allUTHBIE
¢yHkuu. 3amaya opraHa cepTU(UKALUU - OLEHUTb, HACKOJIBKO IOJIHO JIOCTUraOTCs
MIOCTABJICHHbIE LENHU, TO €CTh HACKOJbKO KOPPEKTHBI M 3(PPEKTUBHBI APXUTEKTypa U
peanu3anus MEXaHU3MOB O€30MaCHOCTH B OMNMCAHHBIX CIOHCOPOM YCIOBHUAX. Takum
oOpa3om, B TepMuHosoruun «OpanxkeBoil kHuru», EBponelickue Kpurepun oTHOcATCS K
rapaHTUPOBAHHOCTH 0€30MacHOi paboThl cucTeMbl. TpeOoBaHUs K MOJUTUKE 0€30MaCHOCTH
Y HAIMYUIO 3aIUTHBIX MEXaHU3MOB HE SIBIISIFOTCS COCTaBHOM yacThio Kpurepues. Bnpouewm,
9TOOBI 00JIETYUTH (POPMYJIHMPOBKY IIeIM OIEeHKH, Kpurepuu comepkar B KauecTBe
NPWIOKEHUS  ONUCAHUE JECATU  KIACCOB  (PYHKIMOHAIBHOCTH, TUIOUYHBIX IS
IIPABUTEIILCTBEHHBIX 1 KOMMEPUYECKUX CUCTEM.

EBponerickue  Kpurepum  paccMarpuBalOT BCE€  OCHOBHBIE  COCTABIISIOLINE
MH(}OpPMATMOHHOW 0€30MaCHOCTH - KOHPUACHIIMAIBHOCTD, EIOCTHOCTD, JOCTYITHOCTb.

B Kpurepusax npoBoauTCs pa3avuuue MEXIy cUcTeMamu M npoaykramu. Cucrema —
ATO KOHKpETHas amnmnapaTHO-MporpaMMHas KOH(Urypalus, NOCTPOEHHAas C BIIOJHE
OTIpe/IeNICHHBIMU 1IEJIAMU U (PYHKIMOHUPYIOIIasi B U3BECTHOM OKpykeHuu. [Ipoaykt — 310
aIapaTHO-IIPOTPAMMHBIN «ITAKET», KOTOPBIM MOYKHO KYIIMTh M II0 CBOEMY YCMOTPEHHIO
BCTPOUTH B Ty WM HHYIO cucTeMy. TakuMm oOpa3oMm, ¢ TOYKH 3peHUs] MH(DOpMAIMOHHON
0€30MacHOCTH OCHOBHOE OTJIMYME MEXIY CUCTEMONW M IPOAYKTOM COCTOUT B TOM, UTO

CUCTEMa MMCECT KOHKPCTHOC OKPYXKCHHC, KOTOPOC MOXKHO OIPCACIUTbL U M3YUYUTL CKOJIb
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YrOAHO JETalbHO, a MPOAYKT JOJKEH ObITh pacCUUTaH HA KCIOJIb30BaHWE B PA3IMYHBIX
YCIIOBHSIX.

W3 npakTHdeckux cOOOpa)KeHUH BaXKHO OOECIEYUTh €AUHCTBO KPUTEPUEB OICHKU
POJIYKTOB U CUCTEM — HalpUMEp, YTOOBI OOJIETYUTh OIIEHKY CHUCTEMBI, COCTABICHHON W3
paHee cepTU(UIIMPOBAHHBIX MPOAYKTOB. Ilo 3TOM mpUYMHE AN CUCTEM U MPOIYKTOB
BBOJIUTCS €AMHBIA TEPMUH — OOBEKT OLICHKHU.

Kaxnas cuctema u (WIM) TMPOIYKT MPEABSBISET CBOM TpeOOBaHUS K 00eCIeUeHUIO
KOH(UICHIIMATBHOCTH, IEIOCTHOCTH U JOCTYHHOCTH. UTOOBI yAOBIETBOPUTH OTHU
TpeboBaHUsI, HEOOXOAMMO MPEIOCTaBUTh COOTBETCTBYIOIMIMI HAO0Op (PyHKIMM (CEpBUCOB)
0€30MacHOCTH, TAKUX KaK WACHTU(UKAIMS U ayTeHTU(UKALWS, YIPABICHUE TOCTYIIOM HIIN
BOCCTaHOBJICHHE T10CJIE COOEB.

CepBucsl 0€30IaCHOCTH PEAU3YIOTCA IOCPEICTBOM KOHKPETHBIX MEXaHU3MOB.
YtoObl OOBEKTY OLEHKH MOYKHO OBUIO JOBEPATh, HEOOXOAUMa OIpENESIEHHAs CTEIEHb
YBEPEHHOCTH B Habope (QyHKIUI U MEXaHU3MOB 0e30macHOCTU. CTENEeHb YBEPEHHOCTHU Mbl
OyZeM Ha3bIBaTh TapaHTHUPOBAHHOCTHIO. ['apaHTHPOBAHHOCTH MOKET OBITH OOJNBIICH WU
MEHBIIEH B 3aBUCUMOCTH OT TIIATEIbHOCTU IPOBEACHUSI OLICHKH.

["apaHTHpPOBaHHOCTH 3aTparMBaeT JBa acrekTa - 3PGEeKTUBHOCTh U KOPPEKTHOCTH
cpeactB OezomacHocTu. [lpu mpoBepke >(PGhEKTUBHOCTH aHATU3ZUPYETCS COOTBETCTBHE
MEXIy LeIsIMHU, CHOpMyIUPOBAHHBIMHU I OOBEKTa OICHKH, W WUMEIIIHUMCS Habopom
¢yHkumii Oe3omacHocTU. TodHee TrOBOpsl, PAacCMATPUBAIOTCS BOIPOCHI AJEKBATHOCTU
(GYHKIIMOHATFHOCTH, B3aMMHOM COTJIACOBAHHOCTH (DYHKIIHIA, MPOCTOTHI UX MCIOJIb30BAHNUSA,
a TaK)Ke BO3MOXHbBIE TOCIEACTBHSI SKCILTyaTallul U3BECTHBIX C1a0bIX MecT 3auThl. Kpome
TOT0, B TOHATHE 3(PPEKTUBHOCTH BXOJAUT CITIOCOOHOCTH MEXaHM3MOB 3aIIIUTHI IPOTUBOCTOATH
NpsIMBIM aTakaMm (MOIIHOCTh MexaHu3ma). Omnpenenstorcs TpU Tpajald MOIIHOCTH —
0a3oBas, CpeIHsS U BHICOKAS.

[Ton KOPPEKTHOCTHIO TIOHMMAETCA TPABWIBLHOCTH pealu3aluu  QYHKIHA U
MexaHu3MOB Oe3omacHocTH. B Kputepusx omnpenensercss ceMb BO3MOXKHBIX YpPOBHEH
rapaHTUPOBAHHOCTH KoppekTHOCTH — oT EQ 10 E6 (B mopsnke Bo3pacranusi). Yposenb EQ
O3Ha4aeT OTCYTCTBUE TapaHTHpOBaHHOCTU. [Ipu mpoBepke KOPPEKTHOCTH aHATU3UPYETCS
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BECh J>KM3HEHHBIM IIMKJI OOBEKTa OLEHKM — OT IMPOEKTHUPOBAHUS [0 SKCIUIyaTallMd M
CONIPOBOKICHHUS.
OOwrast OLlEHKAa CUCTEMBI CKJIAJbIBAETCSI U3 MMUHMMAJIBHOW MOIHOCTH MEXaHH3MOB
0€30MacCHOCTH U YPOBHS IrapaHTUPOBAHHOCTH KOPPEKTHOCTH.
["apmoHM3HpOBaHHBIE KpUTEPUU EBPONEUCKUX CTPaH SIBUIUCH I CBOETO BPEMEHU
BECbMa NEPEJOBBIM CTaHIAPTOM, OHU CO3JaJU MNPEANOCBUIKM Uil mosiBIeHUs «OOmmx

KPUTEPUEBY.
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Tema 1.6 Hurepnperanmss «OpanxeBoit kuurm» (TCSEC) aas cereBbIX
KOH(purypauui

1 MuTepnperanus «OpanxkeBoid KHUrW» (TCSEC) s ceTeBbIX KOHPUTYpaAUMH

B 1987 rony HanmonanbHbid 1IeHTp KoMIbIOTepHOM Oe3onacHoctu CHIA BbimycTHn
B CBeT mHTeprpeTanuio «OpaHKeBOW KHUTH» ISl CETeBBIX KoH(purypamwid. J[okymeHT
COCTOMT U3 JBYX YaCTEM.

[lepBasi comep:KUT COOCTBEHHO WHTEPHPETAIMI0, BO BTOPOM paccMaTpUBAIOTCA
CEpBUCHI O€30MACHOCTH, Crielu(UIHBIE NI OCOOCHHO BaXKHBIE /ISl CETEBBIX KOH(PUTYpaLIUi.

OcHoOBHbIE MOJIOKEHUA UHTepnpeTauun «OpaHKEBOM KHUTH» CBOJATCS K
CIEAYIOLIEMY.

B mepBoii yacTh BBOJWUTCS MHUHHUMYM HOBBIX IIOHATHW. BakHenilee U3 HUX —
Oe3omacHasi ceTeBas KOMIbIOTEpHAsi CUCTEMA.

Het npsiMoit 3aBUCUMOCTH MEXIY YPOBHSIMU 0€30MTACHOCTU OT/ICJIbHBIX KOMIIOHEHTOB
U YpOBHAMH O€30I1aCHOCTHU BCE CEeTEeBOM KOH(MUTYpaIIUU.

VYrpaBiieHne 10CTyIIOM OCYIIECTBIISIETCA C YYETOM CETEBBIX CTPYKTYP.

Unentudukaus rpynmn MoJIb30BaTEICH MOMXKET CTPOUTHCS HA OCHOBE CETEBBIX
aJpecoB XOCTOB WJIH (I1OJ)CETEH.

Bo3MoxkeH 1eHTpaIM30BaHHBIA KOHTPOJIb JOCTYIA, KOT/Aa pEIICHUE MNPUHUMAET
CHeIUaIbHBIA CEepBEpP aBTOPU3AIMH. AHAJOTUYHO WICHTU(DUKAIUS U ayTCHTH(PUKAIIMS
MOJIb30BaTENICl  MOXET TMPOUZBOAUTHCA KAaK I[EHTPAIM30BAHHO (COOTBETCTBYIOIIUM
CEepBEpPOM), TaK M JIOKAJTBHO — TOM CHUCTEMOM, ¢ KOTOPOH MOJIb30BaTElh HEMOCPEACTBEHHO
B3aUMO/JICHCTBYET.

PacmmpsieTcst peructparmontas nuagopmaiiusi. Bo3MoxkHO BbIICICHUE B CETU OJIHOTO
WJIM HECKOJIBKUX CEPBEPOB IMIPOTOKOJIMPOBAHUS U ayTCHTU(DUKAIIHIH.

Y4eT AUHAMUYHOCTH CEeTeBBIX KOH(purypammii, B ToM umcie, B «PykoBoacTse
aAMUHUCTPATOPA MO CpecTBaM 0€30MaCHOCTI.

[ToBbIIIEHHOE BHUMAaHUE K IIEJIOCTHOCTH HHGOPMAITHH BOOOIIE U METOK 0€3011aCHOCTH

B HaCTHOCTH.
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Ecnu nepBas yacte MHTEpIipeTaliny NOCBALIEHA B OCHOBHOM YNPABJIEHUIO JOCTYIIOM
K nH(OpMaIuu, TO BO BTOPOH HAIUIA OTPAKEHUE BCE OCHOBHBIC aCIEKThI O€30MaCHOCTH —
KOH(UIEHIIUATLHOCTb, 1IEIOCTHOCTh U JOCTYITHOCTb.

B MWurtepnperanuu npuUBEACHbl HOBBIE CEPBUCHI 0OE30MACHOCTH W 3alIUTHBIC
MEXaHU3MBI.

Cpenu 3alIUTHBIX MEXaHU3MOB B CETEBBIX KOH(PUTYpAIUsAX Ha MEPBOM MECTE CTOUT
Kpunrtorpadusi, TIOMOraromas TOIAEPKUBaTh KaK KOHQPHUACHIMAIBHOCTh, TaK W
1EJ0CTHOCTh. ClIeICTBUEM SBIISIETCS HEOOXOAMMOCTD PEAIM3aLMU MEXaHU3MOB YIIPABICHUS
KIIFOUAMMU.

Jns mopyepkaHusl UEIOCTHOCTH (B aCMEKTax, OTHOCSIIUXCS K KOMMYHUKAIUSM)
UCIIOJIB3YIOTCS ayTeHTU(UKAIUS, KOHTPOJIb LIETOCTHOCTH MOJIEH M MEXaHU3MbI 00eCTIeUeHUS
HEOTKa3yEeMOCTH.

HoBbIM siBIIsIETCA pacCMOTPEHHE BOMPOCOB AOCTYNHOCTH. CeTeBOil cepBep mepecTaet
OBITH TOCTYITHBIM, KOT/Ia MPOMYCKHAsi CITIOCOOHOCTh KOMMYHUKAIIMOHHBIX KaHAJIOB MajaeT
HIK€ MUHUMAJIBHO JIOMYCTUMOTO YPOBHS WM (PYHKIIMOHAJIBHBIA CEpPBEP HE B COCTOSTHUU
0OCITY>KUTb 3aMPOCHI.

Kpurtepuu uactu 2 nononssitor «OpaHxkeByro KHUTY». Kaxkbiii cepBuc 6€30macHOCTH
paccMaTpUBaETCS HE3aBUCUMO U MOXET MOJYYUTh OJIHY U3 TPEX MOJIOKUTEIbHBIX OLICHOK.
Takum o6pa3om, oO1ast OIleHKa CETeBOM KOH(GUTYpaAllMU BBITJISIAUT MPUMEPHO TaK: KJacc
6e3onacHoct C2, cepBUC | — yOBIETBOPUTEIBHO; CEPBUC_2 — «XOPOUIO» U Mp. 3aKa3UUK,
3Hasi CBOM MOTPEOHOCTU, B COCTOSIHUM MPUHSATH PEIIEHHWE O MPUTOJAHOCTH TOW WJIM UHOU

KOH(pUrypammm.
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2 CereBasi 10BepEeHHAs] BLIYUCIUTEIbHAS 0a3a

BakHeiiliee NOHATHEM, MPUBOJUMBIM bl NIEPBOM YacCTU SBISAETCA (B TOM YHUCIE) —
ceTeBasl JOBEpEHHAas BBIYMCIMTENbHAs 0a3a, pacHpelesieHHbI aHaJor JIOBEPEHHON
BBIUMCIIMTENBHOW 0a3bl M30JUPOBAaHHBIX cucTeM. CereBasl JOBEpEHHAasl BBIYHUCIUTEIbHAS
0a3za (dopmupyeTcs U3 BCEX dYacTeld BCEX KOMIIOHEHTOB CETH, OOCCIICUMBAIOIINX
MH(POPMAIMOHHYIO0 Oe30macHOCTh. J[oBEepeHHas ceTeBas CUCTEMa JOJKHA 00ecleyuBaTh
TaKo€ pacIpe/eliCHHE 3alllUTHBIX MEXaHHW3MOB, YTOOBI OOIIas MOJUTHKA OE30MacHOCTU
peanu3oBbIBaach, HECMOTPS Ha YSI3BUMOCTb KOMMYHHUKAI[MOHHBIX IIyT€d M Ha
napasuieIbHyl0, aCHHXPOHHYIO pa00TYy KOMIIOHEHTOB.

[IpsMOil  3aBUCUMOCTH  MEXIYy BBIYMCIHUTEIbHBIMU  0a3aMH  KOMIIOHEHTOB,
paccMaTpuBaeMbIX KaK  M30JUPOBAaHHbIE CHUCTEMbI, U  (parMEeHTaMu CETEBOU
BBIUHCIIUTENLHON 0a3bl HE cyuliecTByeT. bojee Toro, HeT NMpsAMON 3aBUCUMOCTH U MEXKIY
YPOBHSIMU 0€30MMACHOCTH OT/IEIbHBIX KOMIIOHEHTOB M YPOBHEM O€30MMaCHOCTH BCEW CETEBOM
koHurypauuu. Hanpumep, B pesynbraTe OOBEIMHEHUS JBYX cucTteM Kiacca Bl,
o0JafarouMx HECOBMECTUMBIMU TMPABWIAMH  KOJUPOBAHUS METOK O€30MacHOCTH,
MOJIy4aeTCsl CEeTh, HE YIOBIETBOPAOIIAs TPeOOBAaHMUIO LEIOCTHOCTH METOK. B kauecTBe
MIPOTUBOMNOJIOKHOTO MPUMEPA PACCMOTPUM OOBEAMHEHHE JBYX KOMIIOHEHTOB, OJIMH U3
KOTOPBIX CaM HE 00eCleYnBaeT MPOTOKOIMPOBAHUE JEHCTBUN MOJI30BATEINSI, HO MEPEAAEcT
HE00X0UMYI0 UHGOPMAIUIO IPYTOMY KOMIIOHEHTY, KOTOPBIA U BEAET MPOTOKOI. B Takom
cllyyae pachpeliefieHHass cucTeMa B 1EJIOM, HECMOTps Ha ciaaboCTh KOMIIOHEHTA,
YOBJIETBOPSIET TPEOOBAHUIO MOJOTUYETHOCTH.

UroObl MOHATH CYTh IMOJIOXKEHUH, BOUIEALIMX B MEPBYI0 4YacTh, PACCMOTPUM
WHTepHIpeTanuio TpeboBaHui K kiaccy Oe3zomacHocTn C2. IlepBoe TpeGoBaHWE K 3TOMY
KJlacCy — TMOJJAEpXKKAa MPOU3BOJBHOIO YNPAaBIECHHS JIOCTynoM. HHreprperanus
IpeAyCMaTpuBacT  pPA3JM4YHbIE  BapUaHTbl  PACHPEIECIEHUS CETEBOM  JIOBEPEHHOM
BBIYMCIIUTENbHON ©0a3bl MO KOMIIOHEHTaM M, COOTBETCTBEHHO, pPa3jUYHbIC BAPUAHTHI
pacupeneneHuss MEXAaHM3MOB YIpPaBJI€HUS JOCTYIIOM. B  4acTHOCTH, HEKOTOpHIE
KOMITOHEHTBI, 3aKpbIThle JJI1 MPSIMOro JOCTyHa I[OJIb30BaTeNel, MOryT BOOOIE He
COJIEpKaTh MOJI0OHBIX MEXaHU3MOB.
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WNuTtepnperanus ominyaercs ot camux «Kpurepuesy» yueToM JTMHAMUYHOCTH CETEBBIX
koH(purypammii. [IpemycmatpuBaeTcss HanW4ue CPEACTB TMPOBEPKH TOMJIUHHOCTH W
KOPPEKTHOCTU (HhYHKIIMOHUPOBAHUSI KOMIIOHEHTOB TMEPE/ UX BKIIOYEHUEM B CETh, HATMUUE
IPOTOKOJIA B3aMMHOM MPOBEPKH KOMIIOHEHTAMU KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS IPYT
Jpyra, a TaK»Ke MPUCYTCTBUE CPEICTB OMOBEIICHUS aIMUHUCTPATOPa O HEMOJIaIKaX B CETH.
CereBas koH(UTYpallKs TOJDKHA OBITh YCTONYMBA K OTKa3aM OTJEIbHBIX KOMIIOHEHTOB WJIH
KOMMYHUKAIIMOHHBIX ITyTEH.

Cpenu 3anuTHBIX MEXaHU3MOB B CETEBBIX KOHPUTYpAIUIX HA TIEPBOM MECTE CTOUT
Kpunrorpadus, TOMoramomas MNOAJAepKUBaTh Kak KOHQUIACHIUAIBHOCTh, TaK M
1EeNOCTHOCTh. CJIECTBMEM HCIOJIB30BAHUSI KPUNTOTpaUUECKUX METOJIOB SIBISICTCS
HEO0OXOMMOCTh pean3aliid MEXaHU3MOB YIIPaBJICHUS KIIOUaMHU.

CucreMaTH4ecKoe pacCMOTPEHUE BOIPOCOB JOCTYIHOCTH SIBJISIETCS HOBIIECTBOM I10
CPaBHEHHUIO HE TOJBKO ¢ «OpaHKeBOW KHUTON», HO U ¢ pekoMmeHganussMu X.800. CereBoii
CEPBUC MepecTaeT ObITh JOCTYITHBIM, KOTJIa IPOITYCKHAsI CIIOCOOHOCTh KOMMYHUKAIIMOHHBIX
KaHaJIOB MaJaeT HIXKE MUHHUMAJIbHO JOMYCTUMOTO YPOBHSI WJM CEPBUC HE B COCTOSHUU
oOCITy>KHMBaTh 3aMpochl. Y NaJIEHHBIM pecypc MOXKET CTaThb HEJOCTYIHBIM U BCIE/ICTBHE
HapyIIeHUs paBHOMpPaBHs B 00CTy>KUBaHUM TOJIb30BaTeseil. JloBepeHHas cucrema JOJKHA
MMETh BO3MOXKHOCTb OOHApYy>KUBaTh CUTyalldd HEIOCTYIMHOCTH, YMETh BO3BpAIAThCS K
HOPMAaJIbHOW pab0Te ¥ MPOTUBOCTOSTH aTakaM Ha JOCTYITHOCTb.

s oOecrnieueHUs: HEMPEPHIBHOCTH (YHKIIMOHUPOBAHUS MOTYT MPUMEHSTHCA
CJIeIYIOLIME 3aIUTHBIE MEPHI:

— BHECEHHE B KOH(MUTYypaluio TOW WM MHOU (POpMBI U3OBITOUYHOCTH (pe3epBHOE
000pyZI0BaHUE, 3aMaCHbIE KaHAJbI CBSI3U U T.I1.);

— HaJIMYUE CPEJCTB PEKOHPUTYPUPOBAHUS JJIsI U3OJSLUM W/WUITU 3aMEHBI Y3JI0B WU
KOMMYHHUKAITMOHHBIX KaHAJIOB, OTKA3aBIIUX MW MOJBEPTIINXCS aTaKe Ha TOCTYIMHOCTD;

—  paccpel0TOYCHHOCTh CETEBOTO YIPABJICHUS, OTCYTCTBUE €IMHON TOUYKU OTKA3a;

— HaJIWYHUE CPEeJCTB HEeUTpaiu3anMu OTKa30B (0OHapy»eHHE OTKa3aBIIMX
KOMITOHEHTOB, OLIEHKA MOCIEACTBUM, BOCCTAHOBIIEHUE MTOCJIE OTKA30B);

— BBIICJICHHUC HOI[CCTeﬁ " AU30JAUA TPYIIIT MOJIb30BaTeNeH Apyr OT aApyra.
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OpauMm u3 BaxHEWNX B «OpaHXKEBOW KHHUIE» SBISIETCS IOHATHE MOHMUTOpA
oOpamenuii. IIpuMEHUTENBHO K CTPYKTYpUPOBAHUIO CETEBOM KOHQPUTYpalMU MOKHO
cOopMyJIIpPOBATh CIEIYIOIIEE YTBEPXKAECHUE, OOECIEUMBAIOLIEE JOCTATOYHOE YCIIOBUE
KOPPEKTHOCTH (PparMEHTUPOBAHNS MOHUTOPA OOpaIleHUH.

[Tycth Kaxablii CyOBEKT (TO €CTh IMpOLecC, NEHCTBYIOMUNA OT UMEHH KaKOro-Tuoo
[OJIb30BATENsI) 3aK/IIOYEH BHYTPU OJHOTO KOMIIOHEHTAa U MOXET OCYILECTBISTh
HEIOCPEJICTBEHHBI JOCTYIl K OOBEKTaM TOJBKO B MpEAeNax 3TOro KoMnoHeHTa. [lanee,
MyCTh KaXIblii KOMIOHEHT COJEPKUT CBOW MOHHUTOP OOpAILLEHUM, OTCIICKUBAIOIINI BCE
JIOKaJbHBIE TOMBITKU JOCTYIA, U BCE MOHHUTOPBI PEAIU3YIOT COIVIACOBAHHYIO ITOJUTHKY
6e3onacHocTH. [IycTh, HAKOHEL, KOMMYHUKALIMOHHBIE KAHAJIbI, CBA3BIBAIOIINE KOMIIOHEHTHI,
COXPAHSAIOT KOH(UICHIMAIBHOCTh W ILIEJOCTHOCTHh IepenaBaeMoil nHpopmauuu. Torna
COBOKYITHOCTb BCEX MOHUTOPOB 00pa3yeT eIMHbI MOHUTOP OOpalIeHUH Al BCe CeTeBOM
KOH(Urypamum.

JlaHHOe  yTBEp)KIEHHME  SABIIETCA  TEOPETUYECKOM  OCHOBOM  JEKOMIIO3ULIMU
pactipenenennoi  MMC B OOBEKTHO-OPHUEHTUPOBAHHOM  CTWJIE B  COYETAHUU C

Kpurnrorpaduueckoi 3amuTol KOMMYHUKAIIUN.
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